
API TESTING 

Welcome to this course about API testing. This course is placing relatively high 

demands on its participants, since the topic is one of the most challenging 

testing categories. 

API testing differs from regular testing or bug hunts in that you will not be using 

a web browser or mobile device for testing, but you will have to use specialized 

client applications like Postman instead. Where all requests to the customer’s 

server will be sent by you directly, and not from a web page. 

API is the acronym for Application Programming Interface, which describes a 

set of well-defined instructions created for two applications communicating 

with each other. 

 

Topics 

• Http Basics 

• Postman - an API testing tool 

o Overview 

o Collections 

o Request methods 

o Authentication methods 

• What to test for – and how 

o Common API- types 

o API description languages 

• Other interesting API testing tools and technology  



Introduction to HTTP Basics 

 

Hypertext Transfer Protocol (HTTP) is the foundation of data communication 

for the World Wide Web, and therefore the most popular application protocol 

used in the Internet. 

It functions as a stateless, asymmetric request-response protocol. The HTTP 

client submits an HTTP request message to the server. The server returns a 

response message to the client: 

 

 

HTTP resources are uniquely identified by URLs (Uniform Resource Locators) in 

the form of http and https URIs (Uniform Resource Identifiers). 

URLs have the following syntax: 

protocol://hostname:port/path-and-resource-name 

Protocol: The application protocol. Usually https or http in Web APIs. 

Hostname: A domain name to identify a host computer (the web server). 

Port: The TCP port number on which the host is listening for client-requests. If 

omitted it will be 443 for https-requests, and 80 for http-requests by default. 

Path and resource name: consists of a sequence of path segments separated by 

a forward slash (/), and the requested resource’s name, and may include the 

file-extension. 

Example: 

https://www.test.com/test/1 

Where https is the protocol, www.test.com is the domain, and /test/1 is the 

“path and resource name”- component. 

https://www.test.com/test/1
http://www.test.com/
file:///E:/academy/tracks/1


Since the port is not explicitly stated, the client (i.e. the web browser) sets it to 

443 by default, in this case. 

 

HTTP Request and HTTP Response - messages share the same basic structure: 

 

Example of an HTTP Request: 

 

The request line specifies the HTTP method, resource (“/”) and the HTTP-

version (“1.1”). 

In above example the method “GET” is used to request a specific resource. 

Other common HTTP methods are: 

POST – to post content to the server. 

HEAD – to request only http headers for a request, omitting the response 

message body. This can be used to retrieve certain configuration options. 



OPTIONS – to request a description of communication options for the target 

resource, the server should respond with a list of supported HTTP methods. 

PUT – another method (among ‘POST’) to send content to the server. POST is 

more commonly used on web pages, whereas PUT is more common in APIs. 

DELETE – to instruct the web server to delete a specific resource or content. 

 

Request Headers 

HTTP header fields are part of the header section of request and response 

messages. They can define a wide variety of operating parameters of an HTTP 

transaction: 

Host: www.test.com 

The domain name of the server. 

User-Agent: Mozilla/5.0 

The user agent string of the browser. 

Accept: text/html,*/* 

Part of the content negotiation; Acceptable media types for the response. 

Accept-Language: en-US,en 

List of acceptable human languages for response (content negotiation). 

Connection: close 

Control options for the current connection. 

 

Example of an HTTP Response: 

 



The status line indicates whether the request was successful, also it shows the 

HTTP version, and it includes an http status code: 

200 OK … The request was successful. 

302 Found … Instructs the client to look at (browse to) another URL. 

400 Bad Request … The server cannot or will not process the request due to a 

client error (e.g. syntax error, size, message format). 

501 Not Implemented … The server cannot fulfil the request or does not 

recognize the request method. 

 

HTTP response status codes are separated into five categories, where the first 

digit of the status code defines the class of the response: 

• 1xx (Informational) 

• 2xx (Successful) 

• 3xx (Redirection) 

• 4xx (Client Error) 

• 5xx (Server Error) 

 

Response Headers 

Header fields (also in request headers) are colon-separated “key-value pairs”. 

‘Connection’ being the key in – for example – the “Connection: close” header. 

And ‘close’ is the value. 

Some examples from above response: 

Date: Fri, 06 Sep 2019 06:42:56 GMT 

HTTP-date determining the date and time when the message was sent. (“Server 

time”!) 

Content-Type: text/html; charset=UTF-8 

The MIME type of the content in the response message body. 

Connection: close 

Control options for the current connection. “close” meaning that the 

connection will be closed after completion of the response. The only other 

possible option is “keep-alive”, indicating that there may be other messages 

following, and therefore the client should maintain a persistent connection. 



Cache-Control: no-cache 

This tells all caching mechanisms from server to client whether they may cache 

this message. Another possible value would be for example: “Cache-Control: 

max-age=3600”, measured in seconds. Indicating that the object may not be 

cached for longer than x seconds. 

Expires: Thu, 01 Jan 1970 00:00:01 GMT 

HTTP-date after which the response is considered stale. 

Content-Length: 3761 

The length of the response body in bytes. 

 

There are dozens of other possible request and response headers. Many of 

them are self-explanatory, others must be looked up. 

 

Query strings 

There are a lot of options to transmit data to a web server in HTTP requests. In 

websites the most common ways are via query strings, JSON in background-

requests (without reloading a page), and multipart POST requests. 

In APIs data will often be transmitted via XML or JSON instead of forms. Those 

methods will be discussed later in this course. 

Let’s first look at the ‘traditional’ way of transmitting form-data with query 

strings: 

 

Above screenshot shows a simple html-form with two input-fields and a submit 

button. The “method” of the form is defined as “GET”, which is also the default 

value if the attribute is left omitted. 

Once submitted, the input will be sent to the specified location 

“/test/demo_form.php” of the current host (where the form is located): 

https://en.wikipedia.org/wiki/List_of_HTTP_header_fields


 

And, as you can see, the form-contents are transmitted in the URL of the GET 

request, in the form of a query-string. Consisting of a string of name/value 

pairs, appended to the target page after a question mark. The individual 

name/value pairs (name1=value1 and name2=value2) are separated with 

ampersand &. The target page is defined in the form’s “action” parameter. 

 

The same request when the method is changed to POST will look like this: 

 

The same key/value pair “name1=value1&name2=value2” is now transmitted 

in the request message body at the bottom of the request, below the blank line 

separating it from the message header. 

 

The content-type header highlighted above is telling the server that the data is 

url-encoded. That means that all non-ASCII characters will be converted. For 

example, a space character becomes +, an “@” becomes “%40” and so on. 

 

The same form transmitted as multipart/form-data, by defining the “enctype” 

attribute, will look like this: 



 

The values are now separated by the “boundary”, which will be automatically 

set by the browser. And each value has one or more additional attributes. This 

method is typically used for file-upload forms in web sites. 

Notice the added “enctype” attribute in the form’s source-code: 

 

  



API testing with Postman 

Postman (getpostman.com) is a widely used and sophisticated API 

Development Environment which is ideal for most API testing. The basic version 

is free, and available for Windows, macOS or Linux. 

It features a neat and clean interface and doesn’t require a lot of setup steps. 

Therefore, it’s ideal for taking the first steps in API testing! 

After installation when you run Postman you will see a login-screen. At the 

bottom of the page click the button: "Skip signing in and take me straight to the 

app". 

 

 



On launch you will see the “Create New” screen (pictured above). Select 

“Request” to create a new basic request. 

For the first test create a new collection by clicking the “Create Collection” 

button near the bottom of the Save Request window and give it a name like 

“First collection”. Then click the checkmark-button to save it. Next, enter a 

Request name and click Save to First collection: 

 

 

 

Now it’s time to create your first GET request. 

Enter the full URL of the resource you want to request (try 

https://example.com) into the field labelled as “Enter request URL” and click 

Send: 



 

The view you’ll see is separated into the request area at the top, with Params, 

Authorization, Headers and other tabs. And the response area at the bottom, 

again with Cookies, Headers and other tabs. By default, the response body will 

be shown at the bottom, in a slightly beautified form. 

 

To create another request, click the + icon. You can later choose ‘Save’ to store 

new requests in the same – or any other – collection. 



 

 

CRUD within HTTP (Create, read, update, delete) 

CRUD in computer programming are the four basic operations of persistent 

storage. 

In HTTP they are represented by the following HTTP-methods: 

Create: PUT, POST 

Read: GET 

Update: PUT, POST, PATCH 

Delete: DELETE 

There is obviously some ambivalence going on between PUT, POST and PATCH. 

In the real world, it depends on the API (or “web service”) which method will be 

used when. 

But ideally, PUT will be used to update a resource in an idempotent way: 

multiple identical requests should always have the same result, just like GET. 

The same GET request should always lead to the same result – the same 

response. But unlike POST, which creates a resource. So, if you call it multiple 

times, multiple resources will be created (if allowed). 

PATCH is meant to apply a partial update to the resource. But only if it already 

exists! So, unlike PUT it will not create a new entry, if the specified resource 

does not exist. 

While many of above decisions are up to the developers, there is one common 

mistake regarding the choice of the correct HTTP-method: if during your testing 

you should ever see any GET request that requires authentication (we will 

cover this later) which updates a resource, that would most likely be an issue 

you should report. It can have a significant security impact, because GET 

requests, as specified in the HTTP Protocol, are supposed to be idempotent and 

safe. Web browsers expect it to be that way and are therefore less restrictive. 



Safe HTTP method means that any request using a safe method cannot modify 

or change a resource. 

 

 

In the following, let’s look at examples for each of them. 

GET 

 

For this example create a new request (click the  button at the top), it will be 

a GET request by default. 

To request the contents of a simple text file with Postman, just enter the full 

URL and click Send to submit the request. The contents of the file will be 

displayed in the Response section at the bottom: 



 

Check out the “Headers” tab, which displays the full list of the response 

headers: 

 

In the response section Postman will also display the HTTP status code (200 

OK), and next to it the execution time for the request (46 milliseconds). As well 

as the response size of 575 Bytes: 

 

The result / response returned in this example is the plain text 

“one,two,three,four”, which is a list of those four words in CSV-format. CSV 

stands for “comma-separated values”, it is used to store a list of individual 

values, separated by a single comma in-between them. 

Please store this GET request in your collection as: “GET file example”, before 

you move on to the next PUT request! 

 

PUT 

Now it’s time to send some data. Another method to create a new request 

without needing to enter all input again is to right-click the tab of an existing 

request, and selecting “Duplicate tab” from the context-menu: 



 

Please do this now and change the request-method to “PUT”. Afterwards 

choose “Save As…” from the dropdown next to the Save button to save it as a 

new request to your collection: 

 

Afterwards fill in the URL where you want to post the data to (this will be called 

the ‘endpoint’ or ‘API endpoint’). And select the “Body” tab in the request 

section. It will let you choose the content-type. By default, it will be set to 

“none” since there is no message body. 

Change that by picking “raw” as the body content type and type the CSV-data 

“a,b,c,d” in the new text field that appears once you’ve picked the content 

type. 



 

Once you are all set click Send, and then go back to your previous request 

(“GET file example”) and submit that one again, to verify that the data has been 

updated. It should now show the CSV-data that you just submitted in the 

response: 

 

Now, if you don’t want to modify the entire CSV list, but only one entry – e.g. 

you want to replace “c” with “three” – then you can use the PATCH method. 



PATCH 

The syntax for patching records can vary a lot between APIs or web services. 

You will learn about the details later in this course, APIs may use standards like 

JSON, XML, or even proprietary formats. 

In this example the PATCH- endpoint allows to update specific entries of the 

CSV list to a new value. As the parameters it expects the index that you want to 

modify, as well as the new value. 

0=Text 

This means that you want to update the first entry (it starts counting at 0) and 

set it to the value: “Text”. 

When you submit this, the list will change from the previous “a,b,c,d” to 

“Text,b,c,d”. 

Or if you patch: 

2=Charlie 

That instruction would set the CSV data to the new value: “a,b,Charlie,d”. 

The index is “2”, or the third entry in the CSV list, and the new value is 

“Charlie”. 

 

This is the complete PATCH- request to change the third entry (remember, 

indexes like this usually start counting at zero) of the CSV list to the new value 

“Charlie”. Like in the PUT request example before, it uses a plain text Body for 

the message data. When you duplicate the previous “PUT data” request, just 

change the HTTP method to “PATCH” and modify the body text (“2=Charlie”). 

Then click Send to submit it, to get the pictured result. Remember to use “Save 

as…” to store it as a new request afterwards, and don’t overwrite the original. 



If you request the data afterwards with the previous “GET file example” 

request, it should look like this: 

 

Remember to save the new PATCH request to your collection, before you move 

on to the next method! 

POST 

POST can be used for both, full and partial updates of a resource. In web 

applications POST is often used to submit form content. 

Create a new request with POST as the HTTP method, and use the “form-data” 

format for the request body. Enter two keys: “firstname” and “city”, and fill in 

any values of your choice. 

The complete request should look like this: 



 

When you submit the request by clicking the Send button, it should show a 

confirmation in the response, and – in this example – the response also 

contains the submitted data: 

 

 

You may have noticed the “Code” button already: 

 

When you click on it you will see options to convert the request data into 

various formats for exporting. 



 

If you choose “HTTP” from the drop-down at the top left, you will see the raw 

http request – in the exact form the server will receive it. There are also options 

to let Postman generate code snippets for various programming languages like 

PHP, Java, Python… 

 

DELETE 

The last HTTP method in this list is DELETE. 

For this example, you can either call the DELETE endpoint with an index as 

described before, to delete a specific entry from the list. Or just call it without 

any parameters to delete the entire list! 



Create a new request and save it in your collection as “DELETE data”. Again, use 

a raw Body and enter the index of the list-entry that you want to delete. 

From the previous example the data in the list should be “a,b,Charlie,d”. 

If you submit the DELETE request with the index 1, that should remove the 

second entry, so that the resulting list will become: “a,Charlie,d”. 

In case that you have a different result, submit the previous PUT request first, 

to restore the original values: 

 

The complete DELETE request: 

 

To verify that the request was successful, call the previous GET request again: 



 

 

Authorization 

In all the previous examples it was possible to request or post data without any 

need of an authentication. Which is quite uncommon for web services or 

websites. 

There are lots of options and technologies for authorization / authentication, 

let’s look at least at a few of them! In Postman you can set the required 

authentication- variables and -settings individually for every request. But when 

you are testing an API and have a collection, it will usually make sense to make 

global settings for all the requests in the collection. 

When you open the sidebar in Postman and hover with your cursor over the 

stored collection, a new “…” button will appear with access to the collection’s 

settings: 



 

 

Select “Edit” from the “more actions” menu to access the collection settings: 



 

Basic Auth 

Please select “Basic Auth” from the list. Basic access authentication is an 

authorization method you probably have encountered already. In your web 

browser calling any Basic Auth- protected page or directory will generate a 

popup with a login form: 

 

 

Enter the username and password as shown, then click Update: 



 

To test the configuration, make a GET request to a protected page: 

 

To verify that the authorization configuration is working, turn off Basic Auth 

and request the same page again. 

Go to the Authorization tab of the request, and select “No Auth” from the 

dropdown: 



 

The web server will now display an error because the request is not 

authenticated, but the folder requires Basic Auth authentication. 

After setting the Authorization type back to the default value: “Inherit auth 

from parent”, looking at the code you can see that this authentication method 

works by submitting a new request header which contains the username and 

password in Base64-encoded form: 

 



Bearer Token 

A bearer token is quite similar to the basic auth, in that it will be transmitted in 

the form of a request header, but instead of an “Authorization: Basic” header it 

will use: “Authorization: Bearer EXAMPLETOKEN”. 

Example: 

 

Bearer token is a security token that implies that any party in possession of it (a 

“bearer”) has access to the protected resource. Normally it will be generated 

by the server in response to a login request. 

Before you can test the Bearer token authorization, it will be required to undo 

the collection’s authorization-settings first. Otherwise the server will attempt to 

apply the Basic Auth to all directories that you attempt to access and fail, 

because they don’t have the same username/password combination enabled 

for other folders: 

 

Now, first create a POST login request to request the Bearer token: 



 

Once you click Send, the token “EXAMPLETOKEN” should be displayed in the 

response. If you submit an invalid username/password combination, the server 

will present you with a login form instead. 

Use the returned token in a new GET request: 

 

When you submit this request (don’t forget to save it to your collection as well) 

the response will tell you whether the request was successful: 



 

Success! 

What to test for – and how 

Most of the testing methods from functional website testing can also be 

applied to API functional testing. 

• Input validation (Negative testing): 

After testing for the expected result first, try out different values in a 

request. E.g. submit a random text in a date-field and inspect the 

response. Is there an unexpected error? Or can the web service handle 

the failed attempt? 

Submit a request with missing required fields, or too large numbers. 

• Roles and permissions: 

How is the API handling requests when you are not properly 

authenticated? Is there an unexpected error or even a stack trace 

output? 

• Verify the API is updating/deleting data structures: 

When you POST data and inspect the updated data (in a corresponding 

GET request, or the returned response message), did all the input make 

its way through? Is something truncated or missing? 



After deleting a resource verify that it’s not existing anymore and has 

been properly deleted. 

• Verify all limitations: 

A lot of actions are only allowed to be performed once. For example, you 

can usually only mark one shipping address active at a time in an online 

shop, or only submit a final order completion once. Make sure that limits 

cannot be circumvented, and that nothing breaks when you still attempt 

to. 

• Performance (if allowed): 

If the customer does not prohibit performance testing, you can also test 

what happens when you send the same request multiple times in a short 

period of time, especially larger requests. Or other performance-related 

items. 

• Is the API working according to the specification: 

Verify with the API’s documentation that all requests work as specified. 

Common types of APIs / web services 

When talking about the “types” of web services, one must differentiate 

between protocols, architectural styles, languages and description languages, 

as they are easy to confuse. 

A protocol like SOAP or XML-RPC describes the valid syntax of the API requests 

and responses. 

An architectural style or paradigm like REST sets rules and goals of an API but 

does not necessarily need to cover the exact syntax or details of the 

communication. 

Description languages like WADL (for RESTful web services) or WSDL (for SOAP-

based web services) only describe the API in a standardized way. They list all 

API-methods and parameters, and the format of requests and responses. 

Description languages often use the markup language XML. 

And languages like GraphQL, JSON or XML are used to define the format and 

syntax of API calls (requests and responses), or of the API’s description. That 

means that an API which has a documentation written in XML, can use JSON or 

simple query-strings for the actual API-calls. And doesn’t necessarily have to 

also use XML for that. 



API protocol by example: SOAP 

Simple Object Access Protocol or SOAP is a “lightweight protocol intended for 

exchanging structured information in a decentralized, distributed environment” 

(https://www.w3.org/TR/soap12-part1/), and a successor of XML-RPC. 

Its API-calls are using a variant of the XML markup language for standardized 

communication. 

SOAP APIs are typically described with WSDL. 

The data encapsulation concept specifies messages consisting of an envelope, 

which contains the SOAP header and the SOAP body. 

 

The raw request (text/xml format) for the SOAP POST call: 

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" 

xmlns:sam="http://www.soapui.org/sample/"> 

    <soap:Header/> 

    <soap:Body> 

        <sam:search> 

            <searchstring>Alice</searchstring> 

        </sam:search> 

    </soap:Body> 

</soap:Envelope> 

Once submitted, the API endpoint will search for persons whose first name 

equals the one defined inside the <searchstring> - tag. 



The response is also XML (the search result is highlighted): 

 

The SOAP response follows the same rules and syntax as the request. But 

instead of a <sam:search>  - object it will use <sam:searchResponse> to serve 

the searchresult. 

If nothing was found, the search-result will show an error message: 



 

 

Description language by example: WADL 

The Web Application Description Language is a standardized method of 

describing HTTP-based web applications. It has been designed to support 

application modelling and visualization, code generation as well as the 

configuration of client and server. 

WADL is based on XML - just like SOAP. A WADL description file consists of the 

required root element “application”, the “resources” elements and a couple of 

other optional elements: 



 

Also required: the highlighted namespace attribute 

xmlns=“http://wadl.dev.java.net/2009/02” 

Postman allows you to import valid WADL directly, and generates a new 

collection from it. This example is taken from the official WADL specification at 

https://www.w3.org/Submission/wadl/. 



 

Click the Import button at the top of the Postman UI, and then either open the 

WADL file from the “Import File” dialog, or choose the “Paste Raw Text” option 

to copy-paste the code directly. 

Provided that the syntax of the WADL was correct, Postman will store all 

requests from the documentation into a new collection: 



 

 

Language by example: JSON 

JSON is an acronym for “JavaScript Object Notation”. Like the name suggests, 

each piece of JSON ‘code’ is actually a valid javascript object. 

It has many advantages: it can easily be converted into other languages, it has 

very little overhead, a JSON object consists only of very few characters – apart 

from the actual payload (the data that you submit to or from the API). And 

therefore, its readability is also great – once you have learned the pretty simple 

syntax: 

 

• The entire JSON object is enclosed in curly brackets. 

• The individual parameters are separated with commas. 

• Key-value pairs are separated with colons as in “key”: “value”. 

• Text (strings) have to be in quotes: “New York”. 

Multiple data types are allowed, e.g. strings, numbers, arrays, and other JSON 

objects (enclosed in curly brackets). 

Example: 

 

There is no requirement for spacing or padding, but to make it more readable it 

is recommended to use some indentation and to put each object into its own 



line. All white space that is not part of a value (inside quotes) will usually be 

cropped and dropped by the server. 

This is the same request as before (searching for persons by first name) but 

with JSON this time: 

 

The result is also a JSON object: {“Alice Xiang”}. 

Make sure to select the proper Content-Type: application/json for the request. 

 

When there is no valid result for the given searchstring, you will get this “not 

found” - response: 



 

Other interesting API testing tools and technology 

In this course you learned how to test web services using Postman. There are, 

of course, other tools as well that you should at least have heard of. 

SoapUI 

SoapUI is a testing application for both, REST APIs and SOAP APIs. The basic 

version is open source and free. It’s main use is for the design and execution of 

automated tests, but it can also be used for manual testing. 



 

The Soap UI interface 

GraphQL 

Originally designed by and for Facebook, GraphQL quickly became a popular 

language for web services. This open source technology is hosted by the non-

profit Linux Foundation. 

The language has its own GraphQL Schema Definition Language. It looks 

somewhat similar to JSON. But in addition to being a pure format for the 

transmission of data, it has its own very powerful query and data-modification 

language. 



 

A GraphQL request and response 

Swagger UI 

Another open source project that helps rendering web services documentation. 

It consists of a collection of HTML, Javascript and CSS assets, and can 

automatically generate a browsable web documentation from any compliant 

API. 

 

Swagger UI example 

 


