Burp Suite Tutorial

Younis Said

The Burp Suite is an assortment of devices used to perform pen-testing and security inspecting. This tutorial mainly focuses on the free
version. The Burp Suite can act as an interrupting proxy and also captures traffic between an internet browser and a web server. Other
features of the Burp Suite include a scanner, application-aware spider, intruder, repeater, sequencer, comparer, extender, and decoder.

Features

Below is a description of the features of the Burp Suite:

* Scanner: Scans for vulnerabilities.

* Application-aware spider: Utilized for slithering a given extent of pages.

¢ Intruder: Used to perform assaults and brute forces on pages in an adaptable way.
* Repeater: Used to control and divert all requests.

¢ Sequencer: Used to test session tokens.

o Extender: Permits you to handily compose your plugins to get custom functionality
¢ Comparer and decoder: Both are utilized for misc purposes.

Burp Spider

The Burp Suite also has a bug known as the Burp Spider. The Burp Spider is a program that crawls over all the objective pages indicated
in the scope. Before beginning a Burp bug, the Burp Suite must be arranged to capture HTTP traffic.

What is Web Application Entrance Testing?

Web application entrance testing performs a digital assault to assemble data about your framework, discover weaknesses in it, and find
how those deficiencies could eventually compromise your application or system.

Interface
Like other tools, the Burp Suite contains rows, menu bars, and various sets of panels.
The table below shows you the various options that are described below.

1. Tool & Options Selector Tabs: Select the tools and settings.

2. Sitemap View: Shows the sitemap.

3. Requests Queue: Shows when requests are being made.

4. Request/Response Details: Shows requests and responses from the server.
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Spidering a website is a significant function of performing web security tests. This helps to identify the degree of web-application. As
mentioned above, the Burp Suite has its own spider, called the Burp Spider, which can slither into a website. It mainly includes four
steps.

Steps

Step 1: Set up a Proxy
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First, start the Burp Suite and check the options under the Options sub-tab.

Detect IP is localhost IP and the port is 8080.

Also, detect to ensure that the Intercept is ON. Open Firefox and go to the Options tab. Click Preferences, then Network, then

Connection Settings, and after that, choose the Manual proxy configuration selection.
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To install proxy, you can install the proxy selector from the Add-Ons page and click Preferences.
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Go to Manage Proxies and include another intermediary, rounding out the applicable data.



Click on the Proxy Selector button at the top right and select the proxy you just made.
Step 2: Getting Content

After you set up the proxy, go to the objective by entering the URL in the location bar. You can see that the page will not load up. This
occurs because the Burp Suite is capturing the association.
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In the Burp Suite, you can see request options. Click forward to advance the association. At this point, you can see that the page has
stacked up in the program.
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() Reauest to http://192.168.0.160:80

Forward Drop Interceptis on | | Action J [I l H [:J
Raw | Headers | Hex Click Forward to Forward the traffic

GET /HTTP/1.1 A
Host: 192.168.0.160 View the request Here
User-Agent: Mozilla/6.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0 Iceweasel/31.5.0

Accept: text/html, application/xhtml+xml, application/xml;q= 0.9 */*:,q=0.8

Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive
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Coming back to the Burp Suite, you can see that all areas are populated.
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[ site map | scope |

| Filter: Hiding not found items; hiding CSS, image and general binary content. hiding 4xx responses; hiding empty folders |L

> http://1-liner.org [a] [Host | Method | URL | Params | Stat.. a | Length | MIME type | Title
http://192.168.0.160 ™ [http:7/7192168.0.160  GET  /animatedcollapse.js O 200 12338 script [

> hitp://awstats. sourceforge.net http://192.168.0.160  GET  /jquery.min.js (O 200 57770  script

» http://code.google.com http://192.168.0.160  GET /AppSensorDemo/ o HTML

» £ https://code.google.com http://192.168.0.160  GET JESAPIJava-SwingSe o HTML

» http://docs.jquery.com http://192.168.0.160  GET JOWASP-CSRFGuard- o HTML o

> http://gallery. menalto.com http://192.168.0.160  GET MWackoPicko o nTmL Requests

* £ https://github.com http://192.168.0.160  GET /WebGoat/attack o HTML

> hitp://google-gruyere. appspot.com http://192.168.0.160  GET Jawstats/awstats.pl o

> hitp://hackxor. sourceforge.net http://192.168.0.160  GET  /awstats/awstats.pl? HTML

> http://info.tiki.org http://192.168.0.160  GET /bodgeit/ o HTML

> http://jquery.com http://192.168.0.160  GET Jeyclone/ o HTML )

» http://peruggia.sourceforge.net I—:\ . — 7 ys

» http://railsgoat. cktricky.com
» http://sechow.com

» http://sizzlejs.com

» http://sourceforge.net

» http://timrohrer.com

» http://veerle-v2.duoh.com
» http://wordpress.org

» http://www.dvwa.co.uk

» http://www.dynamicdrive.com.

» http://www.forumsoftware.ca

» http://www.gh0s7.net

» http://www.gtd-php.com

» http://www.irongeek.com

» http://www.jankoatwarpspeed.com
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GET /jquery.min.js HTTP/1.1
Host: 192.168.0.160

Accept: *p
Accept-Language: en

Connection: close

Step 3: Selection and Starting Spider

Request/Response Details

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)

Here, the objective mutillidae is chosen. Right-click on the mutillidae objective from the sitemap and select the Spider From Here

option.
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[ site map | scope |
| Filter: Hiding not found items; hiding CSS, image and general binary content. hiding 4xx responses: hiding empty folders |w
H e [X] [Host | Method | URL | Params | Stat.. | Length | MIME type | Title
D gallery2 [http://192.168.0.160  GET Jmutillidae O HTML
[ getboo
[ ghost
» [0 gruyere
[ gtd-php
[ hackxor_intro.php
[ joomla . )
B Jquery.min.js P Select the Target from which spider should start
[ mandiant-struts-forms. html
[ meir.html
[) mono
[0 mutilli Right Click [) http://192.168.0.160/mutillidae J y>
[ oneliner_intro.php Remove from scope o
[) orangehrm Spider from here <: Select Spider From Here Option
[) owaspbricks
D) peruggia Do an active scan
[ phpBB2 Send to Intruder Ctrl+l
[ railsgoat Send to Repeater Ctri+R A
[ redmine Send to Sequencer
[ tikiwiki Send to Comparer
[ vicnum Request in browser >
» [0 wavsep Engagement tools [Pro version only] » PIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
[ webcal
» [0 webgoat.net Compare site maps
» [0 wivet Delete item
[) wordpress Copy URL v
» [0 yazd
[ iapwave ::_VZ :i:uri command ern 0 matches

When the Spider begins, you will get a brief detail, as shown in the accompanying figure. This is a login structure. The Spider will be able
to crawl based on the provided info. You can skip this process by clicking the ‘Ignore Form’ button.
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D gallery2 Burp Spider needs your guidance to submit a login form. Please choose the value of each form field which should be i 301 Moved Perma
used when submitting the form. You can control how Burp handles forms in the Spider options tab.
[ getboo
[ ghost
» [0 gruyere Action URL: http://192.168.0.160/mutillidae/index.php?page=login.php
D gtd-php Method:  POST
[) hackxor_intro.php
[ joomla Type | Name | Value
[8) jquery.min.js Text username admin
A Enter form username
] ma.ndlant-struts-for Submit login-php-submit-button=Login
g mcir. html Password password admin ter form Password
mono
¥ [T mutillidae T
27
» [ documentation
[) framer.html
» [ images
» [ includes i
» @& index.php .
» [ javascript Click Submit form < I [ Submit form J l Ignore form J
[) set-up-database
» [ styles P guageeeIr
» [ webservices User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
[ mutillidae Connection: close
[ oneliner_intro.php
[ orangehrm
[ owaspbricks v
Step 4: Manipulating Details
As the bug runs, the tree within the mutillidae branch gets populated. Likewise, the requests made appear in the line, and the details
are listed in the Request tab.
MI Proxy | Spider TSunner Tlntruder Taeput" TSequoncor TDecoder TCompnror TExthder TOptIonl TMertl ]
| site map | scope |
| Filter: Hiding not found items; hiding CSS, image and general binary content. hiding 4xx responses; hiding empty folders | m
E’ st‘:w'"d"ww o A | Host | Method | URL [ Params |sm. 4| Length | MIME type iTltIe
D gallery2 [http://192.168.0.160  GET /mutillidae/index php O 200 39045  script A
[ getboo http://192.168.0.160  GET /mutillidae/index.php... 200 37673  script
[ ghost http://192.168.0.160 GET /mutillidae/index.php... &/] 200 39534  script
» B8 gruyere http://192.168.0.160  GET /mutillidae/index.php... 200 39349 script
[ gtd-php http://192.168.0.160 GET /mutillidae/index.php... 200 37299  script
D hackxor_intro.php Sitemap of http://192.168.0.160  GET /mutillidae/index.php... 302 626 HTML  Requests
D joomla ~ http://192.168.0.160  GET /mutillidae/index. php... 302 610 HTML
@ Jquery.min.js target expandd | ptt5:/192168.0.160  GET /mutillidae/index.php... @ 302 634 HTML
[) mandiant-struts-forms. html http://192.168.0.160  GET /mutillidae/index.php... @ 302 608 HTML
O mcir.html http://192.168.0.160 GET /mutillidae/index.php... @ 302 630 HTML
IR http://192.168.0.160 GET /mutillidae/index.php... 302 615 HTML v
v [ mutillidae ) [5K o - - J WOl
&/ i —
» [ documentation W
[) framer.html
» [ images _m Params THeaden | Hex |
» [ includes
EReexTh 1 GET /mutillidae/index.php HTTP/1.1 Request Details A

» [ javascript
[) set-up-database.php
» [ styles

» webservices
mutillidae

[ oneliner_intro.php

[ orangehrm
™ Awsenhricle

Host: 192.168.0.160
Accept: *p*
Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)

Connection: close

Cookie: showhints=0§ PHPSESSID=vnggpo7iteikmad4k4oebObgs2 | Interesting Info

Proceed onward to various tabs and see all the basic data.
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| Filter: Hiding not found items; hiding CSS, image and general binary content. hiding 4xx responses: hiding empty folders |@
D dowa T (o] [Host | Method | URL | Params | Stat.. 4| Length | MIME type | Title
D) gallery2 http://192.168.0.160 GET /mutillidae/index.php Q 200 39045  script A
D) getboo http://192.168.0.160 GET /mutillidae/index.php... 4] 200 37673  script
D) ghost http://192.168.0.160 GET /mutillidae/index.php... 4] 200 39534  script
» [0 gruyere http://192.168.0.160 GET /mutillidae/index php... 200 39349  script v
D) otd-php r:\..‘.. aanaaas oo . e e 11 - o = . v,
[ hackxor_intro.php
0 joomla Request Ilulponu l Page Source
[9) jquery.min.js
[ mandiant-struts-forms. html Raw | Headers | Hex
[ mcir.html
D) mono <link rel="stylesheet" type="text/css" href="./styles/global-styles.css" /> A
¥ [0 mutillidae <link rel="stylesheet* type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu.css" />
@/ = <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu-v.css" />
» [ documentation
[) framer.htm| <script type="text/javascript" src="./javascript/bookmark-site.js"></script>
: :L ’"‘T“:s <script type="text/javascript* src="./javascript/ddsmoothmenu/ddsmoothmenu.js"> < /script>
© .:‘:;; ::p <script type="text/javascript" src="./javascript/ddsmoothmenu/jquery.min.js">
» [ javascript 4
[) set-up-database.php * Smooth Navigational Menu- (¢) Dynamic Drive DHTML code library
» [ styles (www.dynamicdrive.com)
» [ webservices * This notice MUST stay intact for legal use
[) mutillidae * Visit Dynamic Drive at http://www.dynamicdrive.com/ for full source code
[ oneliner_intro.php !
[ orangehrm
[ owaspbricks flscrl?(j,, . v

Finally, check if the Spider is done by reviewing the Spider tab.
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@ Spider Status

and choose "Spider this host / branch".

Spider is running Clear queues

Requests made: 369
Bytes transferred: 3,548,131
Requests queued: 0

Forms queued: 0

Spider Scope

@® Use suite scope [defined in Target tab]

@6

() Use custom scope

Use these settings to monitor and control Burp Spider. To begin spidering, browse to the target application, then right-click one or more nodes in the target site map,

These are the very essentials and beginning stages of a web security test using the Burp Suite. Spidering is a significant piece of the recon
during the test, and by executing this, you can better understand the engineering of the objective site. In upcoming instructional
exercises, we will stretch this out to different tools in the set of devices in the Burp Suite.

Conclusion

The Burp Suite can be utilized as a fundamental http intermediary to block traffic for investigation and playback, a web application
security scanner, an instrument to perform mechanized assaults against a web application, a device to inspect a whole site to recognize
assault surface, and a module API with many accessible outsider add-ons. I hope this article has helped you learn more about this

amazing pen-testing tool.
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