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Thisguideis dedicated to the open source community. Without the #sd efforts
of open source developerprograms like Nmap would not exist. Many of these
developers devote large amounts of their spatime creating and supporting

wonderfulopen sourceapplicationsand ask for nothing in return.

The collaborative mannein which open source software is developed shows the

true potential of humanityif we all work together towards a common goal.
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Introduction

Nmap is an open source program released under the GNU General Public License
(see www.gnu.org/copyleft/gpl.html) It is an evaluable tool for network
administrators which can be used to discover, monitor, and troubleshoot TCP/IP
systems Nmapis a free crosplatform network scanning utility created by Gordon

& C & 2 ByanNiid is actively developed by a communityalfinteers.

nick@d630: ~
File Edit View Terminal Help
nick@d630:~$ sudo nmap -A 192.168.10.100 (]

Starting Nmap 5.00 ( http://nmap.org ) at 20€9-12-12 21:23 CST
Interesting ports on 192.168.10.100:

Not shown: 999 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.1pl Debian Subuntul (protocol 2.0)
Device type: general purpose

Running: Linux 2.6.X

0S details: Linux 2.6.17 - 2.6.28

Network Distance: © hops

Service Info: 0S: Linux

0S and Service detection performed. Please report any incorrect resu
lts at http://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 1.77 seconds
nick@d63e:~s i I

A typical Nmap san

NmapR awardwinning suite of network scanning utilities has been in constant
development since 1997 and continually improves with each new release. Version
5.00 of Nmap ifeleased in July of 2009) adds many new featames enhancements

including:

==

Improvedserviceand operating system version detection (see p8§g
1 Improved support for Windows and Mac OS X
1 Improved Nmap Scripting Engine (N&#)performing complex scanning
tasks (see page6l)
91 Addition of the Ndiff utility which can be used to compare Nmap scans (see
pagel7l)
15



1 Ability to graphically display network topology with Zenmap (see (ddg
1 Additional hnguage localizations including Germarkrench, and
Portuguese

1 Better overall performance

The Nmap project relies on volunteers to supportiatevelopthis amazing tool. If

you would like to help improve Nmathere are several ways to get involved:

Promote Nmap

Nmap is a wonderful tool that evergdministrator networkshould know about.
Despite its popularity, Nmap i€widely known outside of technically elite circles.
Promote Nmap by introducing tb your friends or write a blog entry about it and

help spread the word.

Report Bugs
You can help improve Nmap by reportimgy bugs you discover to the Nmap
developers. The Nmap project provides a mailing list for this which can be found

online at www.seclists.org/nmagev.

Thousands of people wovldde use Nmap. Additionally, Nmap develog
are very busypeople. Before reporting a bugr asking for assistan¢gou
Note should search the Nmap website at www.insecure.org/search.htn

make sure your problem ha@already been reported or resolved.

Catribute Code
If you®e a hacker with some spare time on your hangisu can get involved with
Nmap development. To learn more about contributing code to the Nmap project

visitwww.nmap.org/data/HACKING

16



Submit TCP/IP Fingerprints

If you®e not a programrar, you can still improve Nmap by submitting any unknown
TCP/IP fingerprints you discover while scanniftte process for this is discussed on
page 92. Submitting fingerprints is easy and it helps improve N@agoftware
versbn and operating system detection capabilities. Visit www.nmap.org/submit/

for more information or to submit your discoveries.

Sponsor Nmap

The Nmap project does not accept donations. If, however, you have a security
related service you would like promqgtgou can sponsor Nmap by purchasing an
advertising package on the insecure.org websiker more information visit

www.insecure.org/advertising.html

17



Conventions Used Inhis Book

C:\ >nmap scanme.insecure.org

Nmap running on Microsoft Windows systems

$ nmap scanme.insecure.org

Nmap running on norprivilegedaccount for Unix/Linux/Mac OS X

# nmap scanme.insecure.org

Nmap running on Unix/Linux/Mac OS X systems as the root user

$sudo nmap scanme.insecure.org

Using the sudo command to elevate piieges for Unix/Linux/Mac OS X

Windows users may omit treudocommandwhere used in examples

it its useis not necessargnd will not workon Microsoftbasedsystems.

# nmap - T2 scanme.insecure.org

Using command line arguments with Nmap

Nmap@ command line arguments agase sensitiveThe-T2 option

Important (see pagel00) in the example above is not the same-&sand will

result in an error if specified in the incorrect case.

Additional Nmap outputtruncated (to save space)




Section 1

Installing Nmap
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Installation Overview

Nmap has its roots in the Unix and Linemvironment but has recently become
more compatible with both MicrosoftWindows and Appl@ Mac OS X operating
system. While greatase is taken to make Nmap a universal experience on every
platform, the reality is that you may experience bugs, errors, and performance
issues when using Nmap on a nrwaditional system. This applies mainly to
Windows and Mac OS X systems which haveowalidiosyncrasieghat are not

present on a typical Unix or Linux system.

Author@ note: The Windows port of Nmap has greatly improved with Nmap 5.0.
Increases in performance and reliability make Nmap for Windowsleble as its
Linux counterpartUnfortunately, the Mac OS port is still a little rough arouhd
edges. Many of the problemgith Nmap onMac OS X sterfrom issuesn AppleQ
latest release (Mac OS X 10.6). From monitoring the Nmap developetschst
confirm that developers are aware these issues and working to resolve them.
These issues will no doubt be resolved over timdeaglopment ofNmap version

5.00 continues.

Skip ahead for installation procedures for your platform:

Installing Nmap on Windows Page21
Installing Nmap on Linux Page25
Installing Nmap from source (Unix and Lint Page26

Installing Nmap on Mac OS X Page?9

20



Installing Nmap on Windows

Step 1

Downloadthe Windows version of Nmap from www.nmap.org.

Step 2
Launch the Nmap setup prograrBelect he default installation (recommended)

whichwill install the entire Nmap suite of utilities.

(57 Nmap Setup (=N AC]
Choose Components ——\
Choose which features of Nmap you want to install, "

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install:
Register Nmap Path
WinPcap 4.02

Network Performance Img
Zenmap (GUI Frontend)
Ncat (Modern Netcat rein
Ndiff (Scan comparison to

Space required: 48.5MB

< | 1 »

Mullsoft Install System vz.34 -

| <gack ][ mext> | [ concel

Nmap for Windows nstaller
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Step 3

During installationa helperprogram called WinPcayill also beinstalled. WinPcap
is required for Nmap to function properly on the Windows platform so do not skip

this step.

{J) WinPcap (Nmap) 4.0.2 Setup o=

Choose Install Location
Choose the folder in which to install WinPcap (Nmap) 4.0.2. 9

Setup will install WinPcap (Nmap) 4.0.2 in the following folder. To install in a different folder,
dick Browse and select another folder. Click Install to start the installation.

Destination Folder
:\Program Files (x86)\WinPcap OWSE...

Space required: 708.0KB
Space available: 30.5GB

Mullsaft Install System vz, 34

<gack |[ Instal | [ cancel

WinPcap for Windowsristaller

22



Step 4

After the WinPcap installatiohascompleted you are given the opti to configure

its service settings. The default options will enable the WinPsagviceto start
when Windows boots. This is recommended as Nmap will not function correctly

when the WinPcap service is not running.

{3 WinPcap (Nmap) 4.0.2 Setup ==

WinPcap Options (.. n
)

[¥] start the WinPcap service 'NPF' now
[¥|Btart the WinPcap service NPF' at startup (recommended on Windows Vista)!

WinPcap settings

23



Step 5

Once Nmap habeen successfully installed you can verify it is working correctly by
executingnmap scanme.insecure.orgn the command line (located istart >

Programs > Accessories > Command Prompt

C:\ >nmap scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org )at 2009 - 08- 07 09:36 Central
Daylight Time

Interesting ports on scanme.nmap.org (64.13.134.52):
Not shown: 994 filtered ports

PORT STATE SERVICE

25/tcp  closed smtp

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/tcp cl osed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 9.25 seconds
C:\ >

Nmap test san onMicrosoft Windows
If the results of your scan are similar to tresults abovethen you have successfully

installed Nmap. If youeceive an error, refer to Section 10f this book for

troubleshooting and debugging information.

24



Installing Nmap on Uniand Linuxsystems

Most popular Linux distributions provide binary Nmagckages which allovior
simple installation.Installation on Unixsystems requires compiling Nmap from

source coddas described opage26).

At the time of this writing Nmap version 5.00 was not available
automatic installation on some Linux distributions. For many, instz
Nmap via the popularapt or yum package managers will only inst
version 4.x. If your distribution already has Nmap 5.00 in

repositories you can install Nmap by using the commands listed b

Otherwise, refer to page6to install Nmap 80from source code.

Installing Precompiled Packagésr Linux

For Debian and Ubuntu based systems

# apt - get install nmap

For Red Hat and Fedora based systems

# yum install nmap

For Gentoo Linux based systems

# emerge nmap

To chkeck which version of Nmap you are runnjmgpe the following command on

the command line:

# nmap -V
Nmap version  5.00 ( http:// nmap.org )

25



Compiling Nmagrom Sourcefor Unix and Linux

Currently, the only way to get Nmap0B. for most Unix and Linux sgems is to
downloadand compilethe source code from the nmap.org website. Building Nmap
from source takes a little extra warkut is well worththe effort to get the new
features in Nmag latest releaseThe following fivesteps detail the proceduréor

instaling Nmap from source.

Step 1
Download the Nmap B0 source from www.nmap.org/download.html. This can be

done via a standard web browser or from the command line using wiget

commandfound on most Unix based systems

$ wget http://nmap.org/dist /nmap - 5.00.tgz

-- 2009- 08- 06 19:29:35 --  http://nmap.org/dist/nmap - 5.00.tgz
Resolving nmap.org... 64.13.134.48

Connecting to nmap.org|64.13.134.48|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 9902346 (9.4M) [application/x -tar]

Saving to: ‘nmap - 5.00.tgz'

100%] >] 9,902,346 1.39M/s in 7.5s
2009 - 08- 06 19:29:42 (1.27 MB/s) - ‘nmap- 5.00.tgz' saved
[9902346/9902346]

Downloading Nmap on Unix and Linux systems via the command line

Step 2

Extractthe contents of the Nmap package by typtag-xf nmap-5.00.tgz

$tar - xfnmap -5.00.tgz

Extracting Nmap source code

26



Step 3

Configureand build the Nmap source code by typied nmap5.00/ and then

Jconfigure && makeon the command line.

$cdn map 5.00/

$ ./configure && make

checking build system type... x86_64 - unknown - linux - gnu
checking host system type... x86_64 - unknown - linux - gnu
checking for gcc... gcc

checking for C compiler default output file name... a.out

checking whether the C compil er works... yes

Compiling Nmap sourceocle

Step 4

Install thecompiledcodeby typingsudo make instalbn the command line.

This step will require root privileges. You must lagntheroot useror

use thesudocommand to complete this step

$ sudo make install

Password: xxxxxxxx

{usr/bin/install - ¢ -d/usr/local/bin /usr/local/share/man/manl
lusr/local/share/nmap

[usr/bin/install -c -c -m 755 nmap /usr/local/bin/nmap

{usr/bin/strip - X lusr/local/bin/nmap

{usr/bin/install -Cc -c -m644 docs/nmap.1 /usr/local/share/man/manl/
[usr/bin/install -Cc -c -m 644 docs/nmap.xsl /usr/local/share/nmap/

NMAP SUCCESSFULLY INSTALLED
$

Installing Nmap from source code

27



Step 5

Once Nmap has been successfully instajedi can verify it is workg correctly by

executingnmap localhoston the command line.

$ nmap localhost

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 07 00:42 CDT
Warning: Hostname localhost resolves to 2 IPs. Using 127.0.0.1.
Interesting ports on 6400 (127.0.0.1):

Not s hown: 993 closed ports

PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

111/tcp open rpchind

139/tcp open netbios -ssn

445/tcp open microsoft -ds

631/tcp open ipp

2049/tcp open nfs

Nmap done: 1 IP address (1 host up) scanned in 0.20 seconds

Nmap test €an on Unix/Linux

If the results of your scan are similar to the results ahdlven you have successfully
installed Nmap. If you receive an error, refer 8ection 100f this book for

troubleshooting and debugging information.
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Installing Nmap on Mac OS X

Step 1

Download theMac OS Xersion of Nmap fromvww.nmap.org

Nmap 500 for Mac OS X is a universal installer that works on bu#i

Note )
and PowerP@/acintosh systems.

Step 2
Launch the Nmap setup @gram and clickontinue. Then, accept the license terms

of the Nmap program.

Bas w Install Nmap 5.00

Welcome to the Nmap 5.00 Installer

Nmap is a free and open source utility for network exploration and
security auditing. Zenmap is a multi-platform graphical frontend and
results viewer for Nmap. Ncat is a general-purpose network sending and
receiving utility, a reimplementation of Netcat. Ndiff is a an Nmap scan
comparison utility.

© Introduction
@ License

@ DestinationiSele

This package contains Nmap, Zenmap, Ncat, and Ndiff. It is intended to
work on Intel and PowerPC Macs running Mac OS X 10.4 or later.

4

® Installation Typ
R 4
o

® Installagion 57 )
Installation of all packages is optional. Unselect Zenmap to get just the

® Summary command-line tool. Unselect Nmap if you prefer to use a copy of Nmap
an \uwuu‘ﬂllp that is already installed. Zenmap will not work without Nmap.

g A 5

t\m“‘“'h

‘ The nmap, ncat, and ndiff command-line binaries will be installed in fust/
[+]

local/bin, and additional support files will be installed in /usrlocal/share.
The Zenmap application bundle will be installed in /Applications/
Zenmap.app.

4

4
Nmap for Mac OS X installer
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Step 3

When prompted for the installation options, leave the default selections checked
(recommended) Thiswill install the entire Nmap suite of utilitie€lickcontinue to

begin the installation process.

Custom Install on “Macintosh HD”

Package Name Action Size
© Introduction ™ Nmap Install 8 MB
an ™ zZenmap Install 54.2 MB

cense # Neat Install 471KB
© Destinatio: ™ Ndiff Install 45 KB
© Installation
® Installagibn 3
® Summary
y o “"'n""\"“l‘
l|||\ll|ll'|||‘l|lllll A
o b 2

s Space\‘;}n{: 62.7 MB Remaining: 146.53 GB

( GoBack ) ( Continue )
V]

Default installation settings
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Step 4
When the installation is complete you can close the Nmap installer.

© Introduction

O License

The installation was completed successfully.

The installation was successful.

The software was installed.

( GoBack ) (Closens)

Successful installation of Nmagn Mac OS X

#
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Step 5
Once Nmap has been successfully instajedi an verify it is working correctly by
executing nmap localhostin the Mac OS X Terminal applicatidtocated in

Applications> Utilities > Termina).

eno Terminal — bash — 80x24
Last login: Fri Dec 11 12:16:44 on ttys0ee@ =]
$ nmap -V

Nmap version 5.80 ( http://nmap.org )
$ nmap localhost

Starting Nmap 5.0 ( http://nmap.org ) at 2009-12-11 12:17 CST
Interesting ports on localhost (127.0.8.1):

Not shown: 999 closed ports

PORT STATE SERVICE

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in 7.36 seconds
s1

Nmap test gan on Mac OS X

If the results of your scan are similar to the results ahdélven you havesuccessfully
installed Nmap. If you receive an error, refer gection 10of this book for

troubleshooting and debugging information.
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Section 2

Basic Scanning Techniques
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Basic Scannin@verview

Thissectioncovers the basics of network scangiwith Nmap. Before we begin it is

important to understand the following concepts:

1 Firewalls, routers, proxy servers, and other security devices can skew the
results of an Nmap scan. Scanning remote hosts that are not on your local
network may provide nsleading informatiorbecause of this

1 Some scanning options require elevated privileges. On Unix and Linux
systems you may be required to lagas the root user ot execute Nnap using

the sudocommand.

There are also several warnings to take into comsition:

1 Scanning networks that you do not have permission to scan can get you in
trouble with your internet service provider, the police, apdssiblyeven the
government. Dof2go off scanning the FBI or Secret Service websites unless you
want to get introuble.

9 Aggressively scanning some systems may cause them to crash which can
lead to undegable results like system dowime and data loss. Always scan

mission critical systems with caution.

Now let@ start £anning!
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Scan a Single Target

ExecutingNmap with no command line options will perform a basic scan on the
specified target. A target cabe specified as an IP address or host nhame (which

Nmap will try to resolve).

Usage syntax:nmap [target]

$ nmap 192.168.10.1

Starting Nmap 5.00 ( http://nma p.org ) at 2009 - 08- 07 19:38 CDT
Interesting ports on 192.168.10.1:

Not shown: 997 filtered ports

PORT STATE SERVICE

20/tcp closed ftp - data

21/tcp closed ftp

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 7.21 seconds

Single target san

The resulting scan shows thstatus ofports detected on the specified targethe

table below describes the output fieldksplayed by the scan

PORT STATE SERVICE
Port number/protocol Status of the port Type of service for the port

A default Nnap scan will check fathe 1000 most commonly used TCP/IP ports.
Ports that respond to a probe are classified into one of six port states: open, closed,
filtered, unfiltered, openlfiltered, closed|filtered. See Appendix B for more

information about port sttes.
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Scan Multiple Targets

Nmap can be used to scan multiple hosts at the same time.e@sistway to do

this isto stringtogether the target IP addresses lbbostnames on the command line

(separated by a space).

Usage syntaxamap [target 1 target2 etc ]

$ nmap 192.168.10.1 192.168.10.100 192.168.10.101

Starting Nmap 5.00 ( http://nmap.org ) at 2009
Interesting ports on 192.168.10.1:

Not shown: 997 filtered ports

PORT STATE SERVICE

20/tcp closed ftp - data

21/tcp closed ftp

80/tcpop en http

Interesting ports on 192.168.10.100:
Not shown: 995 closed ports

PORT STATE SERVICE

22/tcp open ssh

111/tcp open rpchind

139/tcp open netbios -ssn
445/tcp open microsoft -ds
2049/tcp open nfs

Nmap done: 3 IP addresses (2 hosts up) s

Multiple target scan

-08-07 20:30 CDT

canned in 6.23 seconds

The example above demonstrates using Nmap to scan thdegessest the same

time.

Sinceall threetargetsin the above examplare on the same subnet y

ypfs) | could use the shorthand notation ofmap 192.18.10.1,100,101to

achieve the same results.
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Scan a Range &P Addresses

A range oflP addressesan be used for target specification as demonstrated in the

example below.

Usage syntaxamap [ Range of IP addresses ]

$ nmap 192.168.10.1 - 100

Starting Nma  p 5.00 ( http://nmap.org ) at 2009 - 08- 07 20:40 CDT
Interesting ports on 192.168.10.1:

Not shown: 997 filtered ports

PORT STATE SERVICE

20/tcp closed ftp - data

21/tcp closed ftp

80/tcp open http

Interesting ports on 192.168.10.100:
Not shown: 995 close d ports
PORT STATE SERVICE

22/tcp open ssh

111/tcp open rpchind

139/tcp open netbios - ssn
445/tcp open microsoft -ds

Nmap done: 100 IP addresses (2 hosts up) scanned in 25.84 seconds

Scanning a range of IP addresses

In this example Nmap isnstructed to scan the range of IP addresses from
192.168.10.1 through 192.168.10.100. You can also use ranges to scan multiple
networks/subnets. For example typimgmap 192.168.4100.* would scan the class

C IP networks of 192.168.1.* through 192.168.100.*

The asterisk is a wildcard character which represents all valid range

NOtE FPrry
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Scan an Entire Subnet

Nmap can be usetb scan an entire subnet using ClIDRassless Intdbomain

Routing) notation

Usage syntaxamap [ Network/C | DR]

$nmap 19 2.168.10.1/24

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 07 20:43 CDT
Interesting ports on 192.168.10.1:

Not shown: 996 filtered ports

PORT STATE SERVICE

20/tcp closed ftp - data

21/tcp closed ftp

23/tcp closed telnet

80/tcp open http

Interesti ng ports on 192.168.10.100:
Not shown: 995 closed ports

PORT STATE SERVICE

22/tcp open ssh

111/tcp open rpchind

139/tcp open netbios -ssn
445/tcp open microsoft -ds
2049/tcp open nfs

Nmap done: 256 IP addresses (2 hosts up) scanned in 8.78 s econd

Scanning an entire class C subnet using CDIR notation

The above example instructs Nmap to scan the entire 192.168.10.0 network using
CIDRnhotation. CIDR notation consists of the network address and subnet mask (in
binary bits) separated by a slasBee Appendix C for a cross reference of subnet

masks and their CIDR notations.
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Scan a List of Targets

If you have a large number of systems to sgau can enter the IP addregsr host

namesy in a text file andusethat file as input for hap on thecommand line.

$ cat list.txt
192.168.10.1
192.168.10.100
192.168.10.101

Target IP addresses in a text file

The list.txt file above contains a list of hosts to be scanned. Each entry in the list.txt
file must be separated by a space, tab, or newlinee 9ib parameter is used to

instruct Nmapto extract the list of targets from the list.txt file.

Usage syntaxamap - iL [list.txt]

$nmap -iL list.txt

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 07 19:44 CDT
Interesting ports on 192.168.10.1:

Not sh own: 997 filtered ports

PORT STATE SERVICE

20/tcp closed ftp - data

21/tcp closed ftp

80/tcp open http

Interesting ports on 192.168.10.100:
Not shown: 995 closed ports

PORT STATE SERVICE

22/tcp open ssh

Nmap scan using a list for targspecification

The resulting scan displayed above Wélperformed for each host in the list.txt file.
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Scan Randontargets

The-iR parameter can be used to select random internet hosts to scan. Nmap will

randomly generate the specified number of targetslattempt to scan them.

Usage syntaxamap -iR [ number of targets ]

#nmap -iR3
Starting Nmap 5.00 ( ht tp://nmap.org ) at 2009 -08-0723:40 CDT
Nmap done: 3 IP addresses (2 hosts up) scanned in 36.91 second s

Scanning thregandomly generated IP addsses

For privacy reasons we do not display the results of the above scan
book.

Executinghmap -iR 3instructs Nmap to randomly generate 3 IP addresses to scan.
There are® many good reasons to ever do a random scan unless you are working
on a research project (or just really bored). Additionally, if you do a lot of aggressive
random scanning you could end up getting in trouble with your internet service

provider.
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ExcludeTargets from a Scan

The--excludeoption isused with Nmap to exade hosts from a scan.

Usage syntaxamap [target s] -- exclude [target(s)]

$ nmap 192.168.10.0/24 -- exclude 192.168.10.100

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-08 20:39 CDT
Interesting ports on 192.168.10.1:

Not shown: 996 filtered ports

PCRT STATE SERVICE

20/tcp closed ftp - data

21/tcp closed ftp

23/tcp closed telnet

80/tcp open http

Excluding a single IP from a scan

The--excludeoption is usefulf you want to exclude specific hostghen scanning a
large numberof addressesin the exampleabovehost 192.168.10.100 is excluded

from the rangeof targetsbeing scanned

The --exclude option accepts single hosts, ranges, entire network blocks (using

CIDR notationas demonstrated in the next example

$ nmap 192.168.10.0/24 -- exclude 192.168.10.100 - 105

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-08 20:39 CDT

Excluding a range of IP addresses from a scan
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ExcludeTargets Using a List

The --excludefile option is similar to the--exclude option and can be used to

provide a list of targets to exclude from a network scan.

$ cat list.txt
192.168.10.1
192.168.10.12
192.168.10.44

Text file with hosts to exclude frona scan

The example below demonstratesing the--excludefile argumentto excludethe

hosts in the list.tkfile displayed above.

Usage syntaxinmap [target s] -- excludefile [list.txt]

$ nmap 192.168.10.0/24 -- excludefile list.txt

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 08 20:49 CDT
Interesting ports on 192.168.10.100:

Not shown: 995 closed ports

PCRT STATE SERVICE

22/tcp open ssh

111/tcp open rpchind

139/tcp open netbios - ssn

445/tcp open microsoft -ds

2049/tcp open nfs

Nmap done: 253 IP addresses (1 host up) scanned in 33.10 second

Excluding a list of hosts from a network scan

In the above example, the targets in the list.txt file are excluded from the scan.
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Perform an Aggressive Scan

The-A parameter instructs Nmap to perform an aggressive scan.

Usage syntaxamap - A [target]

#nmap -A10.10.1.51

Starting Nmap 5.00 ( http://nma p.org ) at 2009 - 08-10 09:39 CDT
Interesting ports on 10.10.1.51:

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

80/tcp open http  Linksys WAP54G wireless - G router http config
|_html - title: 401 Unauthorized

| http - auth: HTTP Service requires authentication

|_ Auth type: Basic, realm = Linksys WAP54G

MAC Address: 00:12:17:AA:66:28 (Cisco - Linksys)

Device type: general purpose

Running: Linux 2.4.X

OS details: Linux 2.4.18 - 2.4.35 (likely embedded)
Network Distance: 1 hop

Service Info: Device: WAP

OS and Service detection performed. Please report any incorrect
results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 9.61 seconds

Output of an aggressive scan

The aggressive scan selects some of the most commonlyaggezhs within Nmap

and is provided as a simple alternative to typing a long string of command line
arguments.The-A parameter is a synonym for several advanced options {likeC
--traceroute) which can also be accessed individually and are coveteditathis
book.
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Scan an IPv6 Target

The-6 parameder is used to perform a scan ah IP version @rget.

Usage syntaxamap -6 [target]

#nmap - 6 fe80::29aa:9db9:4164:d80e

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 11 15:52 Central
Daylight T ime

Interesting ports on fe80::29aa:9db9:4164:d80e:
Not shown: 993 closed ports

PORT STATE SERVICE

135/tcp open msrpc

445/tcp open microsoft -ds

5357/tcp open unknown

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

4915 5/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 227.32 seconds

Scanning an IPv6 address

The example above displays the results of scanning an IP version 6 tdgit.
Nmap options support IPv6 with the exception of multiple targearsiing using

ranges and CIDR as they are pointless on IPv6 networks.

Both the host and the targesystemsmust support the IPv6 protocol

Note order for a-6 scan to work.

44



Section 3

Discovery Options
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Discovery Options Overview

Before pat scanning a target, Nmap will attempt to send ICMP echo requests to see
AT (KS K 2Thificarhsave tinte twhed Scanhing multiple hosts as Nmap will
not waste time attempting toprobe hosts that are not onlineBecause ICMP
requests are often blcked by firewallsNmap will also attempt to connect to port
80 and443 since these commoneb serverports are often opern(even if ICMP is

not).

The default discovery options aréuseful when scanning secured systems and can
hinder scanning progres3he following section describes alternative methods for
host discovery which allows you to perform more comprehensive discovery when

looking for available targets.

Summary of features covered in this section:

Feature Option

Don®@Ping -PN
Perform a Pin@nly Scan -sP
TCP SYN Ping -PS
TCP ACK Ping -PA
UDP Ping -PU
SCTP INIT Ping -PY
ICMP Echo Ping -PE
ICMP Timestamp Ping -PP
ICMP Address Mask Ping -PM

IP Protocol Ping -PO
ARP Ping -PR
Traceroute -traceroute
Force Reverse DNS Resolution -R
Disable Reverse DNS Resolution -n
Alternative DNS Lookup --systemdns
Manually Specify DNS Server(s) --dns-servers
Create a Host List -sL
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Don®@Ping

By default, before Nmap attempts to scan a system for open ports it will first ping
the target to see ifit is online. This feature helps save time when scanning as it

causes targets that do not respond to be skipped.

$ nmap 10.10.5.11

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 13 08:43 CDT
Note: Host seems down. If it is really up, but blocking our ping
probes, try -PN

Nmap done: 1 IP address (0 hosts up) scanned in 3.16 seconds

Results of a Nmap scan where the target system is not pingable

In the above example the specified target is not scanned as it does not respond to
Nmap pings.The -PN option instructs Nmap to skip the default discovery check
and perform a complete port scam the target This is useful when scanning hosts

that are protected by a firewathat blocksping probes.

Usage syntaxamap - PN [target]

$nmap -PN 10.10.5.11

Sta rting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-1308:43 CDT
Interesting ports on 10.10.5.11:

Not shown: 999 filtered ports

PORT STATE SERVICE

3389/tcp open ms - term - serv

Nmap done: 1 IP address (1 host up) scanned in 6.51 seconds

Output of a Nmap san with ping discovery disabled

By specifying thePNoption on the same targetNmap is able to produce a list of

open ports on thainpingablesystem.
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Ping Only Scan

The-sPoption is used to perform a simple ping of the specified host.

Usage syntax:nmap - sP [target]

$nmap -sP 192.168.10.2/24

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 08 20:54 CDT
Host 192.168.10.1 is up (0.0026s latency).

Host 192.168.10.100 is up (0.00020s latency).

Host 192.168.1  0.101 is up (0.00026s latency).

Nmap done: 256 IP addresses (3 hosts up) scanned in 3.18 second

Output of a ping onlyscan

This option is useful when you want to perform a quick search of the target network
to see which hosts are online withoattuallyscanning the target(s) for open ports.
In the above example, all 254 addresses in the 192.168.10.0 subnet are pinged and

results from live hosts are displayed.

When scanning a local netwqrkou can execute Nmap with root privileges for
additional pingfunctionality. When doing thisthe -sP option will perform an ARP
ping and return the MAC addresses of the discovesygsients).

Usage syntaxamap - sP [target]

# nmap - sP 192.168.10.2/24

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-08 21:00 CDT
Host 192.168.10.1 is up (0.0037s latency).
MAC Address: 00:16:B6:BE:6D:1D (Cisco - Linksys)

Output of a ping only scan (as ropt
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TCP SYN Ping

The-PSoption performs a TCP SYN ping.

Usage syntax:nmap - PSportl,portl,etc] [target]

#nmap - PS scanme.insecure.org

Starting Nmap 5.00 ( http://n map.org ) at 2009 -08-16 13:31 CDT
Interesting ports on scanme.nmap.org (64.13.134.52):

Not shown: 995 filtered ports

PORT STATE SERVICE

53/tcp open domain

70/tcp closed gopher

80/tcp open http

113/tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 27.41 seconds

Performing a TCP SYN ping

The TCP SYN ping sends a SYN packet to the target system and listens for a respons
This alternative discovery method is useful for systems that are configurbtbéi

standard ICMP pings.

The default portfor -PSis 80, but others can be specified using
following syntaxnmap-P22,25,80,443,etc
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TCP ACK Ping

The-PAperforms a TCP ACK ping on the specified target.

Usage syntax:nmap - PAjportl,portl, etc] [target]

#nmap -PA 192.168.1.254

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -08-16 13:31 CDT
Interesting ports on home (192.168.1.254):

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

MAC Address: 00:25:3C :5F:5A:89 (2Wire)

Nmap done: 1 IP address (1 host up) scanned in 0.81 seconds

Performing a TCP ACK ping

The-PAoption causes Nmap to send TCP ACK packets to the specified hosts. This
method attempts to discover hosts by responding to TCP connectibat are
nonexistentin an attempt to solicit a response from the targétke other ping

options, it is useful in situations where standard ICMP pings are blocked.

The default portfor -PA is 80, but others can be specified using

following syntaxnmap-PA22,25,80,443,etc
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UDP Ping

The-PUoption performs a UDP ping on the target system.

Usage syntax:nmap - PUportl,portl,etc] [target]

#nmap -PU 192.168.1.254

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 16 13:30 CDT
Interesting ports on home (192.168.1.254):

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

MAC Address: 00:25:3C:5F:5A:89 (2Wire)

Nmap done: 1 IP address (1 host up) scanned in 0.81 second

Performing a UDP ping

Thisdiscoverymethod send UPD packetin an attempt tosolicita response from a

target. While most firewalled systems will block this type of connection, some

poorly configured systems may allow it if they are only configured to filter TCP

connections.

The default pa for -PUis 40125. Others can be specified by using

following syntaxnmap-PU22,25,80,443,etc
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SCTP INIT Ping

The-PYparameter instructs Nmap to perform an SCTP INIT ping.

Usage syntax:nmap - PY[portl,portl,etc] [target]

#nmap -PY 192.168.1.25 4

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-16 13:28 CDT
Interesting ports on home (192.168.1.254):

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

MAC Address: 00:25:3C:5F:5A:89 (2Wire)

Nmap done: 1 IP ad dress (1 host up) scanned in 0.79 secon ds

Performing a SCTP INIT ping

This discovery method attempts to locate hosts using theStream Control
Transmission Protoco{SCTR)SCTP is typically used on systems for IP based
telephony

The default portfor -PY is 80. Others can be specified by using

Note following syntaxnmap-PY22,25,80,443,etc
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ICMP Echo Ping

The-PEoption performs an ICMRBnternet Control Message Protogacho ping on

the specified system.

Usage syntax:nmap - PE [target]

#nmap - PE 192.168.1.254

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 16 13:26 CDT
Interesting ports on home (192.168.1.254):

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

MAC Address: 00:25:3C:5F:5A:89 (2Wire)

Nmap done: 1 IP address (1 host up) scanned in 1.89 secon ds

Performing an ICMP echo ping

The-PEoption sends a standard ICMP ping to the target to see if it replibs type
of discovery works best on local networks where ICMP packets can be treatsmit
with few restrictions. Many internet hosts, however, are configured not respond to

ICMP packets for securitgasons

The -PE option is automatically implied if no other ping options

specified.
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ICMP Timestamp Ping

The-PPoption performs @ ICMP timestamp ping.

Usage syntax:nmap - PP [target]

#nmap -PP 192.168.1.254

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 16 13:27 CDT
Interesting ports on home (192.168.1.254):

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

MAC Address: 00:25:3C:5F:5A:89 (2Wire)

Nmap done: 1 IP address (1 host up) scanned in 1.83 seconds

Performing an ICMP timestamp ping

While most firewalled systems are configured to block ICMP echo requssstse
improperly configued systemsmay still reply to ICMP timestamp requestBhis

makes-PPusefulfor attempting to solicit responses frofirewalled targets.
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ICMP Address Mask Ping

The-PM option performs an ICMP address mask ping.

Usage syntax:nmap - PM [target]

#nmap -PM 192.168.1.254

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 16 13:26 CDT
Interesting ports on home (192.168.1.254):

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

MAC Address: 00:25:3C:5F:5A:89 (2Wire)

Nmap done: 1 IP address (1 host up) scanned in 1.92 seconds

Performing an ICMP address mask ping

ThisunconventionallCMPquery (similar to the-PP option) attempts to ping the
specified host using alternative ICMP registerhis type of ping can occasidiya

sheak past a firewall that is configured to block standard echo requests.
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IP Protocol Ping

The-POoption performs an IP protocol ping.

Usage syntax:nmap - PQprotocoll,protocol2,etc] [target]

#nmap -PO 10.10.1.48

Starting Nmap 5.00 ( http://nmap .org ) at 2009 -08-17 09:38 CDT
Interesting ports on 10.10.1.48

Not shown: 994 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

25/tcp open smtp

80/tcp open http

111/tcp open rpchind

2049/tcp open nfs

MAC Address: 00:0C:29 :D5:38:F4 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.97 seconds

Performing an IP protocol ping

An IP protocol ping sends packets with the specified protdoothe target If no
protocols are specified thdefault protocols 1 (ICMP), KB3MP), and 4 (Hn-IP)are
used. To ping using a&ustom set of protocols, use the following syntax:

nmap-P0O1,2,4, etc.

A complete list of Internet Protocol numbers can be found onli
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ARP Ping

The -PRoption instructs Nmap to perform an ARRddress Resolution Protocol)

ping on the specified target.

Usage syntax:nmap - PR [target]

#nmap - PR 192.168.1.254

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-16 13:16 CDT
Interesting ports on 192.168.1. 254:

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

MAC Address: 00:25:3C:5F:5A:89 (2Wire)

Nmap done: 1 IP address (1 host up) scanned in 0.81 seconds

Performing an ARP ping

The-PRoption is automatically impgd when scanning the local networkhis type
of discovery is much faster than the other ping methagscribedin this guide.It
also has the added benefit of being more accurageauseLAN hosts cab block
ARP requestéeven if they are behind a fireadl).

APR scans cannot be performed on targets that are not on your

subnet.
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Traceroute

The --traceroute parameter can be use to trace the network path to the specified

host.

Usage syntax:nmap -- traceroute [target]

#nmap -- traceroute scanm e.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-16 13:01 CDT
Interesting ports on scanme.nmap.org (64.13.134.52):

Not shown: 996 filtered ports

PORT STATE SERVICE

53/tcp open domain

70/tcp closed gopher

80/tcp open http

113/tcp  closed auth

TRACEROUTE (using port 113/tcp)

HOP RTT ADDRESS

0.91 home (192.168.1.254)

24.40 99 - 60- 32- 2.lightspeed.wchtks.sbcglobal.net (99.60.32.2)
23.12 76.196.172.4

22.69 151.164.94.52

32.79 ex3 - p12- 0.eqdltx.sbcglobal.net (69.220 .8.53)
32.74 asn2828 - X0O.eqdltx.sbcglobal.net (151.164.249.134)

o 0 A W N P

13 74.90 ip65 - 46- 255- 94.z255 - 46- 65.customer.algx.net (65.46.255.94)
14 75.01 scanme.nmap.org (64.13.134.52)

Nmap done: 1 IP address (1 host up) scanned in 33.72 seconds

Output of atraceroute scan

The information displayed is similar to theaceroute or tracepath commands
found on Unix and Linux systemawith the added bonus of Nma tracing being

functionallysuperior to these commands.
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Force Reverse DNS Resolution

The-R parameter instructs Nmap to always perform reverse DNS resolution on the

target IP address.

Usage syntaxinmap - R [target]

#nmap -R 64.13.134.52

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 13 17:22 Central
Daylight Time
Interesting ports on scanme. nmap.org (64.13.134.52):

Not shown: 993 filtered ports
PORT STATE SERVICE
25/tcp  closed smtp

53/tcp open domain
70/tcp closed gopher
80/tcp open http

110/tcp closed pop3
113/tcp closed auth
31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 9.38 seconds

Output of a Nmap scan with reverse DNS enabled

By default Nmap will only do reverse DNS for hosts that appear to be onlihe:R

option is useful when performing reconnaissance on a block of IP addresses as
Nmap will try toresolve the reverse DNS information of every IP address. The
reverse DNS information can revealteresting information about the target IP

addresgeven if it is offline or blocking Nm&pprobes.

m The-Roption can dramaticallyeduce the performance of a scan.
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Disable Reverse DNS Resolution

The-n parameter is used to disable reverse DNS lookups.

Usage syntax:nmap -n [target]

#nmap -n64.13.134.52

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 13 17:23 Central
Daylight T ime

Interesting ports on 64.13.134.52:
Not shown: 993 filtered ports
PORT STATE SERVICE
25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 8.48 seconds

Output of a Nmap scan with reverse DNS disabled

Reverse DNS dramatically csignificantly slow amNmap scanUsing the-n option
greatly reduces scanning timegspeciallywhen scanning a laegnumber of hosts.
This option is useful if you d€@nhcare about the DNS information for the target

system and prefer to perforra scarwhich produces faster results.
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Alternative DNS Lookup Method

The --systemdns option instructs Nmap to use the host sfem@ DNS resolver

instead ofits own internal method.

Usage syntax:nmap -- system -dns [target]

$nmap -- system - dns scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 09 21:47 CDT
Interesting ports on scanme.nmap.org (64.13.134.52):

Not shown: 972 closed ports, 26 filtered ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 19.86 second

Output of a Nmap scan using the system DNS resolver

This option is rarely used as it nsuch slower than the default methodt can,

however, be useful when troubleshooting DNS problems with Nmap.

The system resolver is always used for IPv6 scans as Nmap has

fully implemented its own internal IPv6 resolver.
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Manually SpeciffDNS Servés)

The --dns-serversoption is used to manually specify DNS servers to be queried

when scanning.

Usage syntax:nmap -- dns - servers [serverl,server2,etc] [target]
$nmap -- dns- servers 208.67.222.222,208.67.220.220 scanme.insecure.org
Starting N map 5.00 ( http://nmap.org ) at 2009 - 08- 09 22:40 CDT

Interesting ports on scanme.nmap.org (64.13.134.52):
Not shown: 998 closed ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 32.07 seconds

Manually specifying DNS servers

Nmap@ defaultbehaviorwill use the DNS servers configured on your local system
for name resolution The --dns-serversoption allows you to specifpne or more
alternative serverdor Nmap to query.This can be useful faystems that do not
have DNS configured or if you want to prevent your scan lookups from appearing in

your locally configured DNS ser@og file.

m This option is currentlyot available for IPv6 scans.
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Create a Host List

The-sLoption will diglay a list and performa reverse DNS lookuf the specified

IP addresses.

Usage syntax:inmap -sL [target]

$nmap -sL 10.10.1.1/24

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 14 13:56 CDT
Host 10.10.1.0 not scanned

Host router. nmapcookbook.com (1 0.10.1.1) not scanned

Host server . nmapcookbook.com (10.10.1.2 ) not scanned
Host 10.10.1.3 not scanned

Host 10.10.1.4 not scanned

Host mylaptop. nmapcookbook.com (10.10.1.5) not scanned
Host 10.10.1.6 not scanned

Host 10.10.1.7 not scanned

Host 10.10.1.8 not scanned

Host mydesktop.  nmapcookbook.com (10.10.1.9) not scanned
Host mydesktop2.  nmapcookbook.com (10.10.1.10) not scanned
Host 10.10.1.11 not scanned

Host 10.10.1.12 not scanned

Host 10.10.1.13 not scanned

Host 10.10.1.14 not scanned

Host 10.10.1.15 not s canned

Host 10.10.1.16 not scanned

Host 10.10.1.17 not scanned

Output of a host list generated by Nmap

The above scan shows the results of the DNS names for the specified syBtésns.
scanis useful for identifying the IP addresses and DNnes fo the specified
targets without sendng any packets to them. Many DNS names can reveal
interesting information about an IP address including what it used for or where it is

located.
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Section 4

AdvancedScaming Options
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Advanced Scanning Funetis Overview

Nmap supports a number of user selectable scan types. By defdoiap will
perform a basc TCP scaon eachtarget system.In some situationsit may be
necessaryto perform more complex TC@r even UDPscarsin an attempt to find
uncommonservices otto evade a firewallThese advanced scan types are covered

in this section.

Summary of features covered in this section:

Feature Option

TCP SYN Scan -sS
TCP Conne@&can -SsT
UDP Scan -sU
TCP NULL Scan -sN
TCP FIN Scan -sF
Xmas Scan -sX
TCP ACK Scan -SsA
Custom TCP Scan --scanflags
IP Protocol Scan -sO
Send Raw Ethernet Packets --sendeth
Send IP Packets --sendip

You must loginwith root/administrator privileges ¢r use the sudo

Note command to execute many of the scans disat this section.
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TCP SYN Scan

The-sSoption performs a TCP SYN scan.

Usage syntax:nmap -sS [target]

#nmap -sS 10.10.1.48

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -08-2511:01 CDT
Interesting ports on 10.10.1.48:

Not shown: 994 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

25/tcp open smtp

80/tcp open http

111/tcp open rpchind

2049/tcp open nfs

MAC Address: 00:0C:29:D5:38:F4 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.73 seconds

Performinga TCP SYN scan

The TCP SYN scan is the default option for privileged users (users running as root or
Unix/Linuxor Administrator on Windows)The default TCP SYN scan attempts to
identify the 1000 most commonly used TCP ports by sending a SYN packet to t
target and listening for a response. This type of scan is said to be stealthy because it
does not attempt to open a fulfledged connection to the remote hostThis

preventsmany systems frorfogginga connection attempfrom your scan

Stealth oration is not guaranteed. Modern packet capture progr

Note

and advanced firewalls are now able to detect TCP SYN scans.
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TCP Connect Scan

The-sToption performs a TCP connect scan.

Usage syntaxinmap -sT [target]

$nmap -sT10.10.1.1

Starting Nmap 5.00 (‘http://nmap.org ) at 2009 - 08-3113:06 CDT
Interesting ports on 10.10.1.1:

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.56 seconds

Performing a TCP connect sta

The-sTscan is the default scan type for npnivileged userslt is also used when
scanning IPv6 targetdhe TCP dhnect Scanis a simpleprobe that attempts to

directly connect to the remote system without using any stealtts described on

page67).

It istypicallybest to execute Nmap with root privilegetenever possibl
Tip B3 it will perform a TCP SYN scad) (whichcan provide a moraccurat

listing of port statesand is significantly faster

68



UDP Scan

The-sUoption performs a UDRJUser Datagram Protocadgan.

Usage syntax:nmap -sU [target]

#nmap -sU 10.10.1.41

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -09- 06 21:20 CDT
Interesting ports on 10.10.1.41:

Not shown: 984 closed ports

PORT STATE SERVICE

7/ludp open echo

9/udp openlfiltered discard

13/udp open daytime

19/udp open chargen

37/udp open time

69/udp open(filtered tftp

111/udp openlfiltered rpchind

137/udp open(filtered netbios -ns

138/udp openl|filtered netbios -dgm

177/udp openlfiltered xdmcp

514/udp openlfiltered syslog

518/udp openlfiltered ntalk

1028/udp open|filtered ms -Isa

1030/udp open(filtered iadl

2049/udp openlfiltered nfs

MAC Address: 00:60:B0:59:B6:14 (Hewlett - packard C 0O.)

Nmap done: 1 IP address (1 host up) scanned in 1.91 seconds

Performing a UDP scan

The example above displays the results of a UDP da#rile TCP ishe most
commonry usedprotocol, many network services (like DNS, DH&mRd SNMPtill
utilize UDPWhen performing a network auditt@ always a good idea to check for
both TCPand UDP services to get a more complete picture of the target
host/network.
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TCP NUL&can

The-sNoption performs a TCP NULL scan.

Usage syntax:nmap - sN [target]

#nmap -sN 10.10.1.48

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -10-01 13:19 CDT
Interesting ports on 10.10.1.48:

Not shown: 994 closed ports

PORT STATE SERVICE

21/tcp openlfiltered ftp

22/tcp openlfiltered ssh

25/tcp open(filtered smtp

80/t cp open(filtered http

111/tcp open(filtered rpcbind

2049/tcp open(filtered nfs

MAC Address: 00:0C:29:D5:38:F4 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.54 seconds

Performing a TCP NULL scan

A TCP NULL scan causes Nmap to send pagkbtsio TCP flag enabled This is
done by setting thepacket header to 0.SendingNULLpackets to a target is a

method oftricking a firewalled systeno generate a response

Not all systems will respond obesof this type.

See also:-scanfags (pagé&’3)
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TCP FIN Scan

The-sFoption performs a TCPINscan.

Usage syntax:nmap - sF [target]

#nmap -sF 10.10.1.48

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -10-01 13:21 CDT
Interesting ports on 10.10.1.48:

Not shown: 994 closed ports

PORT STATE SERVICE

21/tcp openlfiltered ftp

22/tcp openlfiltered ssh

25/tcp open(filtered smtp

80/tcp openlfiltered http

111/tcp open(filtered rpcbind

2049/tcp open(filtered nfs

MAC Address: 00:0C:29:D5:38:F4 (V Mware)

Nmap done: 1 IP address (1 host up) scanned in 1.59 seconds

Performing a TCP FIN scan

In a-sFscan Nmap marksthe TCP FIN bit activwhen sending packetéh an
attempt to solicit a TCP ACK from the specified target sysfEms is another
method of sending unexpected packets to a target in an attempt to produce results

from a systenprotected by a firewall

Not all systems will respond probesof this type.

See also:-scanflags (page3)
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Xmas Scan

The -sXflag performs aXmasscan.

Usage syntax:nmap - sX [target]

#nmap -sX10.10.1.48

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -10-01 13:34 CDT
Interesting ports on 10.10.1.48:

Not shown: 994 closed ports

PORT STATE SERVICE

21/tcp ope n[filtered ftp

22/tcp openlfiltered ssh

25/tcp open(filtered smtp

80/tcp openlfiltered http

111/tcp open(filtered rpcbind

2049/tcp open(filtered nfs

MAC Address: 00:0C:29:D5:38:F4 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.89 seconds

t SNF2NYAY3I | &/ KNA&adYl aé¢ aol
In the Xmas scatNmap sends packets withRG FIN, and PSH, and flags activated.

¢tKA& KIF& GKS ST pdeketiup k& a GHristnih& tigkayddcani K S

occasionally solicit a response from a firewalled system.

Not all systems will respond obesof this type.

See also:-scanflags (page3)
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Custom TCP Scan

The--scanflagption is usecperform a custom TCP scan.

Usage syntaxinmap -- scanflags [flag(s)] [target]

#nmap -- scanflags SYN URG10.10.1.127

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-12 14:53 CST
Interesting ports on 10.10.1.127:

Not shown: 996 filtered ports

PORT STATE SERVICE

139/tcp open netbios -ssn
445/tcp open microsoft -ds
3389/tcp close d ms - term - serv

5900/tcp open vnc
MAC Address: 00:14:22:59:3D:DE (Dell)
Nmap done: 1 IP address (1 host up) scanned in 4.67 seconds

Manually specifying TCP flags

The--scanflagsoption allows users to define a custom scan using one or more TCP
header flags. Any combination of flags listed in the table below can be used

with the --scanflagsoption. For example:nmap --scanflags FINACKho space)
would activate the FIN and ACKP flags.

Flag Usage

SYN Synchronize

ACK Acknowledgment

PSH Push

URG Urgent

RST Reset

FIN Finished
TChheaderflags
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TCP ACK Scan

The-sAoption performs a TCP ACK scan.

Usage syntaxinmap - sA [target]

#nmap -sA10.10.1.70

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -12-18 10:33 CST
Interesting ports on 10.10.1.70:

Not shown: 994 filtered ports

PORT STATE SERVICE

139/tcp unfiltered netbios -ssn
445/tcp unfiltered microsoft -ds
2967/tcp unfiltered symantec -av

5900/tcp unfiltered vnc

19283/tcp unfiltered unknown

19315/tcp unfiltered unknown

MAC Address: 00:0C:F1:A6:1F:16 (Intel)

Nmap done: 1 IP address (1 host up) scanned in 5.33 seconds

Performing a TCP ACK scan

The -sA option can be used to determine if the target system is protected by a
firewall. When performing a TCP ACK sddmap will probe adrget and look for

RST responses. If no response is received the system is considered to be filtered. If
the system does return an RST packkén it is labedd as unfiltered In the above
example994 ports are labeled as filtered meaning that the systeitikely protected

by a firewall. The @infiltered ports displayed are likely to have special rules in the

target@ firewall that enabléhem to be open or closed.

The-sA option does notdisplaywhether or notthe unfiltered ports ar
\[5):=1 open orclosel. Its only purposés to determine whether or not the syst

is filtering ports.
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IP Protocol Scan

The-sOoption performs @ IP protocol scan.

Usage syntaxinmap - sO [target]

#nmap -sO 10.10.1.41

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -09- 06 21:32 CDT
Interesting protocols on 10.10.1.41:

Not shown: 253 openlfiltered protocols

PROTOCOL STATE SERVICE

1 open icmp

6 open tcp

17 open udp
MAC Address: 00:60:B0:59:B6:14 (Hewlett - packard CO.)
Nmap done: 1 IP address (1 host up) scanned in 2.81 seconds

Output of a IP protocol scan

The IP protocol scardisplays the IP protocols that are supported on the target
system.The most commonly found protocols on modern networks are ICMP, TCP,
and UDP as displayed in the above examplsing the-sO option is helpful for
quickly identifying what types of scans you want to perform on the selected target

system based on its supported protocols.

A complete list of IP protocols can be found on the IANA webs

Tip

www.iana.org/assignmets/protocoknumbers/
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Send Raw Ethernet Packets

The--sendeth optioninstructs Nmap to use raw ethernet packethile scanning

Usage syntaxnmap -- send - eth [target]

$nmap -- send-eth 10.10.1.51

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -10-01 14:19 CDT
Interesting ports on 10.10.1.51:

Not shown: 997 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

49152/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 0.22 seconds

Scan using raw ethernet packets

Enabling this option instructsmbp tobypass the IP layer on your systemd send
raw ethernetpackets on the data link layeFhis can be used to overcome problems

with your syster® IP stack.

The--sendeth option is automatically implied by Nap where needed

Note [ :
it is rarely used as a command line argument.

See also:-sendip (page77)
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Send IP Packets

The--sendip option instructs Nmap to use IP packethile scanning

Usage syntax:nmap -- send -ip [target]

$nmap -- send-ip 10.10.1.51

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -10- 01 14:15 CDT
Interesting ports on 10.10.1.51:

Not shown: 997 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

49152/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 0.19 seconds

Scan using IP packets

Enabling this option forces Nmap to scan usimg local syster@IP stack instead of

generating rawethernet packets.
The--sendip option is automatically implied by Nmap whereeded so i

is rarely used as a command line argument.

See also:-sendeth (page76)
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Section 5

Port Scanning Options
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Port Scanning Option®verview

There are a total 01.31,070 TCP/IP port$65,535 TCP and §535 UDP) Nmap by
default, only scans 1,000f the most commonly used ports. Thisdone to save
time when scanningnultiple targetsas the majority of ports outsidéhe top 1000

are rarely usedSometimes however,you may want to scan outside the default
range of ports to look for uncommon services or ports that have been forwarded to
a differentlocation This section coverthe options which allow this and other port

specific features.

A complete list of TCP/IP ports can be found on the IANA wedi

Uiz www.iana.org/assignments/porhumbers

Summary of features covered in this section:

Feature Option

Perform a Fast Scan -F

Scan Specific Ports -p [port]

Scan Ports by Name -p [name]

Scan Ports by Protocol -p U:[UDP ports],T:[TCP portg
Scan AlPorts -paF €

Scan Top Ports -top-ports [number]
Perform a Sequential Port Sca -r
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Perform a Fast Scan

The -F option instructs Nmap to perform a scaof only the 100 most commonly

used ports.

Usage syntaxinmap - F [target]

$nmap -F10.10.1.44

St arting Nmap 5.00 ( http://nmap.org ) at 2009 -08-1310:13 CDT
Interesting ports on 10.10.1.44:

Not shown: 91 closed ports

PORT STATE SERVICE

25/tcp open smtp

53/tcp open domain

80/tcp open http

135/tcp open msrpc

139/tcp open netbios - ssn
445/tcp open microsoft -ds
3389/tcp open ms - term - serv
8000/tcp open http - alt

10000/tcp open snet - sensor - mgmt

Nmap done: 1 IP address (1 host up) scanned in 2.43 seconds

hdzii Lddzi 2F + aFladé aoly
Nmap scans the top 1000 commonly used ports bfadlt. The-F option reduces

that number to 100. This can dramatically speed up scanwhite still representing

the majority of commonly used ports.
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Scan Specific Ports

The-p option is used tanstructNmap to scan the specified port(s).

Usage synt&: nmap - p [port] [target]

$nmap -p8010.10.1.44

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-1310:10 CDT
Interesting ports on 10.10.1.44:

PORT STATE SERVICE

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.12 seconds

Specifyng a single port to scan

The example above demonstrates usipgo scan port 80. In addition to scanning a
single port, you can scamultiple individual ports (separated by a comma)r a

range of portsasdemondrated in the nextexample

Usage syntax nmap [ portl,port2,etc| range of ports ] [target]

$nmap -p25,53,80 -20010.10.1.44

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -08-1310:10 CDT
Interesting ports on 10.10.1.44:

Not shown: 118 closed ports

PORT STATE SERVICE

25/tcp open smtp

53/tcp open domain

80/tcp open http

135/tcp open msrpc

139/tcp open netbios -ssn

Nmap done: 1 IP address (1 host up) scanned in 0.15 seconds

Specifyingmultiple ports to scan

In this example the-p option is used to scan ports 25, 53, and 80 through 200.
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Scan Ports by Name

The-p option can be usedo scan ports by name

Usage syntax:nmap - p [port name(s)] [target]

$nmap - p smtp,http 10.10.1.44

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -08-17 10:37 CDT
Interesting ports on 10.10.1.44:

PORT S TATE SERVICE

25/tcp open smtp

80/tcp open hitp

8008/tcp closed http

Nmap done: 1 IP address (1 host up) scanned in 0.10 seconds

Scanning ports by name

The example above demonstrates searching for open SMTP and HTTP ports by name
using the -p option. The name(s) specified must match a service in the
nmap-services file. This is usually found/isr/local/share/nmap/ on Unix/Linux

systems oIC\ProgramFiled Nmap on Windows systems.

Wildcards can also be usedhen specifying services by namEor example
executingnmap -p "http*" 10.10.1.44 would scan for all ports that start with http
(including http and https)

You must enclose the wildcard statement in quotes so your syste

Note

not interpretit as a shell wildcard
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Scan Ports by Btocol

Specifying a:Tor U:prefix with the-p option allows you tosearch for a specific port

and protocol combination.

Usage syntax:nmap - p U:[UDP ports], T:[TCP ports] [target]

#nmap -sU -sT -p U:53,T:2510.10.1.44

Starting Nmap 5.00 ( http://nmap. org ) at 2009 - 08-18 12:52 CDT
Interesting ports on 10.10.1.44

PORT STATE SERVICE

25/tcp open smtp

53/udp open domain

MAC Address: 00:14:22:0F:3C:0E (Dell)

Nmap done: 1 IP address (1 host up) scanned in 0.19 seconds

Scanning specific ports by prototo

Using the syntaxp U:53,T:25nstructs Nmap to perform a UDP scan on port 53 and
a TCP scan on port 25.

Nmap, by default,will only scan TCP ports. In order to scan both TC
UDP ports you will need to enable additional scan types su

-sUand-sTwhich are covered in Section 4 of this book.
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Scan All Ports

The-p "*" option isa wildcardused to scan ab5,535 TCP/IP portsn the specified
target.

Usage syntaxinmap -p 0 *[target]

# nmap -p "*" 10.10.1.41

Starting Nmap 5.00 ( http: /Inmap.org ) at 2009 -12- 16 14:07 Central
Standard Time

Interesti ng ports on 10.10.1.41
Not shown: 4204 closed ports
PORT STATE SERVICE
7ltcp open echo

9/tcp open discard

13/tcp open daytime

19/tcp open chargen

21/tcp op en fip

23/tcp open telnet

25/tcp open smtp

37/tcp open time

111/tcp open  rpchind

113/tcp open auth

139/tcp open  netbios - ssn
512/tcp open exec

513/tcp open login

514/tcp open shell

515/tcp open printe r
543/tcp open klogin

Scanning all ports on a target system

You must enclose the wildcard statement in quotes so your syste

NI not interpret it as a shell wildcard.
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Scan Top Ports

The--top-ports option is used to scan thepecifiednumber of toprankedports.

Usage syntax:nmap -- top - ports [number] [target]

#nmap -- top - ports 10 10.10.1.41

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -12-1513:46 CST
Interesti ng ports on 10.10.1.41

PORT STATE SERVICE

21/tcp open ftp

22/t cp closed ssh

23/tcp open telnet

25/tcp open smtp

80/tcp closed http

110/tcp closed pop3

139/tcp open netbios - ssn

443/tcp closed https

445/tcp closed microsoft -ds

3389/tcp closed ms - term - serv

MAC Address: 00:60:B0:59:B6:14 (Hewlett - packar d CO.)

Nmap done: 1 IP address (1 host up) scanned in 0.22 seconds

Performing atop port scanon the ten highest ranked ports

By default, Nmap will scan the 1000 most commonly used ports-Hbption (see
page81) reduces thatnumberto 100.Using he --top-ports option, you canspecify

anynumber oftop rankedportsto scan.

The example above demonstrates using tlep-ports option to scanthe top 10
ports; howeverany number can be used. For exampieap --top-ports 500would
scan the top 500 most commonly used ports amdap --top-ports 5000 would scan

the top 5000 most commonly used ports.
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Perform a Sequential Port Scan

The-r option performs asequentialport scan on the specified target.

Usage syntaxnmap -r [target]

$nmap -r10.10.1.48

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -08-1313:02 CDT
Interesting ports on 10.10.1.48:

Not shown: 994 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

25/tcp open smtp

80/tcp open http

111/tcp open rpchind

2049/tcp open nfs

Nmap done: 1 IP address (1 host up) scanned in 0.49 seconds

Performing a sequentially ordered port scan

NmapQ default scanning algorithm randomizes the port scan orfeisis useful for
evading firewalls adh intrusionpreventionsystems. Ther parameter overrides this

functionality and instructs Nmap to sequentiallyearch for open portén numerical

order.

The results of ther scan are@ entirely evidentbecause Nmap alwa

\[oji=1 | sorts the final output beachscan Combining thev option with -r will

display the sequential port discovery in real time.
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Section 6

Operating Systenand ServiceDetection
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Version Detection Overview

One of Nma@ most remarkable (and incredibly useful) featuissits ability to
detect operating systemiand services on remote systemJhis feature analyzes
responses from scanned targets and attempts to identify the ®osperating

system andnstalled services

The process of identifying a targ@toperating gstem and software versions is
known as TCP/IP fingerprinting. Although it is not an exact science, Nmap
developers have taken great care in makifi@P/IFfingerprinting an accurate and
reliable feature. Angd like most of Nmaf features,version detetion can be

controlled using an arragf arguments which are covered this section

Summary of features covered in this section:

Feature Option |
Operating System Detection -0
Attempt to Guess an Unknow@S --0Sscanguess
Service Version Detection -sV
Paform a RPC Scan --versiontrace
Troubleshooting Version Scans -sR
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Operating System Detection

The-O parameterenablesNmapQ operating system detection feature.

Usage syntax:nmap - O [target]

#nmap -0 10.10.1.48

Starting Nmap 5.00 ( http://nmap.or g) at 2009 - 08- 11 13:09 Central
Daylight Time

MAC Address: 00:0C:29:D5:38:F4 (VMware)
Device type: general purpose

Running: Linux 2.6.X

OS details: Linux 2.6.9 - 26.28
Network Distance: 1 hop

Output of NmapQ operating system detection feature

As demonstrated above, Nmap (@ most casespble to identify the operting
system on aemote target. Operating systerdetection is performed by analyzing
responses from the target for a set of predictable characteristics which can be used

to identify the type ofOS on theemote system.

In order for OS detection to work properly there must be at least one open and one
closed port on the target system. When scanning multiple tardbes--osscanlimit
option can be combined withO to instruct Nmap ot to OS scan hosts that do not

meet this criteria.

The-v option can be combined wittD to display additioal information‘

Ul Nmap discoverabout theremote system.

91



Submitting TCP/IP Fingerprints

If Nmap is unable to determine theperating systenon a target, it will provide a
fingerprint which can be submitted to Nm@p OS database at
www.nmap.org/submit/. The example below demonstratdémap@ output inthis

scenario.

#nmap -0 10.10.1.11

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -12-16 14:16  Central
Standard Time

No exact OS matches for host (If you know what OS is running on it,

see http://n map.org/submit/ ).

TCP/IP fingerprint:
0S:SCAN(V=5.00%D=12/16%0T=3001%CT=1%CU=32781%PV=Y%DS=1%G=Y%M=00204A%TM=4B29
0S:4048%P=i686 - pc- windows - windows) SEQ(CI=1%l1=1%TS=U)OPS(01=M400%02=%03=%04
0S:=%05=%06=)0PS(01=M400%02=M400%03=%04=%05=%06=)OPS(01=%02=M400%03=M400%C
0S:=%05=%06=)0PS(01=%02=%03=M400%04=%05=%06=)OPS(01=M400%02=%03=M400%04=%(
0S:=%06=)WIN(W1=7FF%W2=0%W3=0%W4=0%W5=0%W6=0)WIN(W1=7FF%W2WFF%W4=0%W5
0S:=0%W6=0)WIN(W1=0%W2=7FF%W3=7FF%W4=0%W5=0%W6=0)WIN(W1=0%W2=0%W3=7FF%W4=(
0S:W5=0%W6=0)WIN(W1=7FF%W2=0%W3=7FF%W4=0%W5=0%W6=0)ECN(R=Y%DF=Y%T=40%W=0%
0S:%CC=N%Q=)T1(R=Y%DF=Y%T=40%S=0%A=S+%F=AS%RD=0%Q=)T1(R=Y%DF=Y%T=40%S=0%A
0S:%F=AS%RD=0%)T1(R=Y%DF=Y%T=40%S=2%A=S+%F=AR%RD=0%Q=)T2(R=Y%DF=Y%T=40%W=
0S:0%S=Z%A=S+%F=AR%0=%RD=0%Q=)T3(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%O0=%RD=C
0S:)T4(R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%0=%RD=0%Q=)T5(R=Y%DF=Y%T=40%W=0%S=2%
0S:S+%F=AR%0=%RD=0%Q=)T6(R=Y%DF=Y%T=40%8=0%A=Z%F=R%0=%RD=0%Q=)T7(R=Y%DF
0S:=Y%T=40%W=0%S=2%A=S+%F=AR%0=%RD=0%Q=)U1(R=Y%DF=Y%T=40%IPL=38%UN=0%RIPL=
0S:%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y%DFI=S%T=40%CD=S)

TCP/IP fingerprint generated by Nmap

By submitting the fingerpringeneratedand corectly identifying the target syste@
operating systemyou can help improvehe accuracy ofNma@@ OS detection

featurein future releases
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Attempt to Guessan Unknown (perating System

If Nmap is unable to accurately identify the ,@8u canforce it to guess by using

the --osscanguessoption.

Usage syntaxinmap - O -- osscan - guess [target]

# nmap - O -- osscan - guess 10.10.1.11

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -08-17 13:25 CDT
Interesting ports on 10.10.1.11:

Not shown: 999 closed ports

PORT STATE SERVICE

3001/tcp open nessus

MAC Address: 00:20:4A:69:FD:94 (Pronet Gmbh)

Aggressive OS guesses: Enerdis Enerium 200 energy monitoring device or
Mitsubishi XD1000 projector (96%), Lantronix UDS200 external serial

device server (96%), Lantronix Xport - 03 embedded serial device server
(firmware 6.1.0.3) (95%), Larus 54580 NTP server (95%), Lantronix

Evolution OS (93%), Lantronix UDS1100 external serial device server

(92%), Lantronix XPort embedded Ethernet device server (90%),

Stonewater Control Sy stems environmental monitoring appliance (88%),
FreeBSD 6.3 - PRERELEASE (88%), Crestron MC2E, MP2E, PRO2, or QM -RMC
control and automation system (2 - Series) (87%)

Nmapoperating systemguess output

The example aboveisplaysa list of possible matcrsefor the (i | NJoBeiiafng
system. Each guess is listed with a percentage of confid®&map hasin the

supplied match.

The--fuzzyoption is a synonym that can be used asasy to remembe
rip shortcut for the--osscanguessfeature.
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Service Versio Detection

The-sVparameter enables Nma&service version detectideature.

Usage syntax:nmap -sV [target]

#nmap -sV 10.10.1.48

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 11 12:49 Central
Daylight Time

Interesting ports on 10.10.1.48:

Not shown: 996 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp  vsftpd 2.0.6

22/tcp open ssh  OpenSSH 4.7p1 Debian 8ubuntul.2 (protocol 2.0)
25/tcp open smtp Postfix smtpd

80/tcp open http Apache httpd 2.2.8 ((Ubuntu))

MAC Address: 00:0C:29:D5:38:F4 (VMware)

Service Info: Host: 10.10.1.48; OSs: Unix, Linux

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 8.33 seconds

Output of Nmap@ service version detection feature

The -sV option will attempt to identify the vendor and software version for any
open porkit detects. Theresults of the above scan shawe software vendor and

version number for services thAlmapwas successfuyllable to identify.

Nmap version detection purposely skips some problematic
(specifically 91009107). This can be overridden by combining
et --allports parameter with-sV which instructs Nmap not to exclude &

ports from version detection.
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Troubleshooting Version Scans

The--versiontrace option can be enabled to displagrboseversion scan activity.

Usage syntax:nmap -sV -- version -trace [target]

$nmap -sV -- version -trace 10.10.1.48

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -08-13 13:16 CDT
PORTS: Using top 1000 ports found open (TCP:1000, UDP:0, SCTP:0)
——————————————— Timing report -

hostgroups: min 1, max 100000

rtt - timeouts: init 2000, min 100, max 10000

max- scan - delay: TCP 1000, UDP 1000, SCTP 1000
parall elism: min 0, max O

max- retries: 10, host - timeout: 0

min - rate: 0, max -rate: 0

NSE: Loaded 3 scripts for scanning.

Overall sending rates: 319.95 packets / s.

Increased max_successful_tryno for 10.10.1.48 to 1 (packet drop)
Overall sending rates: 756.69 packets / s.

NSOCK (1.6000s) TCP connection requested to 10.10.1.48:21 (IOD #1) EID 8
NSOCK (1.6000s) TCP connection requested to 10.10.1.48:22 (IOD #2) EID 16
NSOCK (1.6000s) TCP connection requested to 10.10. 1.48:25 (10D #3) EID 24
NSOCK (1.6000s) TCP connection requested to 10.10.1.48:80 (IOD #4) EID 32
NSOCK (1.6000s) TCP connection requested to 10.10.1.48:111 (IOD #5) EID 40
NSOCK (1.6000s) TCP connection requested to 10.10.1.48:2049 (IOD #6) EID 48
NSOCK (1.6000s) nsock_loop() started (no timeout). 6 events pending

NSOCK (1.6010s) Callback: CONNECT SUCCESS for EID 8 [10.10.1.48:21]

Version scan trace output
The --versiontrace option can be helpful for debugging problemsr to gain

additional informdion about the target systemFor more information about

troubleshooting and debugging Nmap see Section 10.
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Perform an RPC Scan

The-sRoption performs aBRPGRemote Proceduredl) scan on the specified target.
Usage syntax:nmap - sR [target]
$nmap -sR10.10.1.176

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 13 14:22 Central
Daylight Time

Interesting ports on 10.10.1.176:
Not shown: 995 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh

111/tcp open rpchind (rpcbind V2 ) 2 (rpc #100000)
139/tcp open netbios -ssn

445/tcp open microsoft -ds

2049/tcp open nfs (nfs V2 -4) 2 - 4 (rpc #100003)

MAC Address: 00:16:EA:F0:92:50 (Intel)

Nmap done: 1 IP address (1 host up) scanned in 3.01 seconds

Output of a RPC scan

The autput of the -sRscanabovedisplays information atuut RPC services running

on the targetsystem RCP is most commonly associated with Unix and Linux systems
specifically for the NFS (Network File System) serincihis exampleNFS version 2
RPC serviceare detectedn ports 111 and 2049
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Section 7

Timing Options
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Timing Optiors Overview

Many Nmapfeatureshave configurable timing options. These timing options can be
used to speed up or slow down scanniagerationsdepending on your needs.
When scanning a large number of hosts on a fast network you may want to increase
the number of parallel operations to get faster results. Alternatively, when scanning
slow networks (or across the internet) you may want to slow d@astan to get
more accuate results or to evade intrusion detection systemBhis section

discusses the options available for these timing features.

Summary of features covered in this section:

Feature Option

Timing Templates -T[0-5]

Set the Packet TTL -ttl
Minimum # of Rrallel Operations --min-parallelism
Maximum # of Parallel Operation| --max-parallelism
Minimum Host Group Size --min-hostgroup
Maximum Host Group Size --maxhostgroup
Maximum RTT Timeout --maxrtt-timeout
Initial RTT Timeout --initial -rtt -timeout
Maximum Retries --maxretries
Host Timeout --hosttimeout
Minimum Scan Delay --scandelay
Maximum Scan Delay --maxscandelay
Minimum Packet Rate --min-rate
Maximum Packet Rate --maxrate
Defeat Reset Rate Limits --defeatrst-ratelimit
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TimingParaneters

Nmap iming parametersare acceptedas milliseconds by default. You can also
specify tming parametersn seconds, minutes, or houby appending aualifier to

the time argument The table below prades examples of time parametersage

syntax.
Paameter Definition Example Meaning
(none) Milliseconds (1/1000 of a secong 500 500 milliseconds
S Seconds 300s 300 seconds
m Minutes 5m 5 minutes
h Hours 1h 1 hour

Nmap time specificatiorparameters

Example: The --hosttimeout option (see pagel08) usesa timing parameter. To
specify afive minute timeout you can use any of the following forms of time

specification:

nmap -- host - timeout 300000 10.10.5.11
nmap -- host - timeout 300s 10.10.5.11
nmap -- host - timeout 5m 10.10.5.11

Since 300000 = 300s = 5m any of the above commands will produce the same result.
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TimingTemplates

The-T parameter is used to specify a timing templ&be an Nmap scan

Usage syntaxnmap - T[0 - 5] [target]

$nmap -T410.10.1.1

Starting Nmap 5.00 ( ht tp://lnmap.org ) at 2009 - 08-12 16:59 CDT
Interesting ports on 10.10.1.1:

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.48 seconds

Using a timing template

Timingtemplates are handy shortcuts for various timing options (discussed later in
this sectior). There are sitemplates (numbered %) that can be used to speed up
scanning (for faster results) or to slow down scanning (to eVaeealls). The table

below desribes each timing template

Template Name Notes
-TO paranoid Extremely slow
-T1 sheaky Useful for avoiding intrusion detection systems
-T2 polite Unlikely to interfere with the target system
-T3 normal This is the default timing template
-T4 aggresse | Produces faster results on local networks
-T5 insane Very fast and aggressive scan

Nmap iming templates
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Minimum Number ofParallelOperations

The --min-parallelism option is used to specify the minimum number of parallel

port scanoperationsNmapshould performat any given time

Usage syntax:nmap -- min - parallelism [number] [target]

#nmap -- min- parallelism 100 10.10.1.70

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -12-17 09:02 CST
Interesting ports on 10.10.1.70

Not shown: 994 filtered port s

PORT STATE SERVICE

139/tcp open netbios -ssn

445/tcp open microsoft -ds

2967/tcp closed symantec -av

5900/tcp open vnc

19283/tcp closed unknown

19315/tcp closed unknown

MAC Address: 00:0C:F1:A6:1F:16 (Intel)

Nmap done: 1 IP address (1 hos t up) scanned in 3.43 seconds

Specifying the minimum number of parallel operations

Nmap automatically adjusts parallel scanning options based on network conditions.
In somerare cases you may want to specify custom settinffse above example

instructsNmap to alwaygerform at leastLlO0parallel operations at any given time.

Not While manually setting the-min-parallelism option may increase sc
(0]1S]
performance, setting it too high may produce inaccurate results.
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Maximum Number ofParallelOperations

The --maxparallelism option isused to control the maximum number of parallel

port scanoperations Nmap will performat any given time

Usage syntax:nmap -- max- parallelism [number] [target]

#nmap -- max- parallelism 1 10.10.1.70

Starting Nmap 5.00 ( h ttp://nmap.org ) at 2009 -12-17 09:03 CST
Interesting ports on 10.10.1.70

Not shown: 994 filtered ports

PORT STATE SERVICE

139/tcp open netbios -ssn
445/tcp open microsoft -ds
2967/tcp closed symantec -av

5900/tcp open vnc

19283/tcp closed u nknown
19315/tcp closed unknown

MAC Address: 00:0C:F1:A6:1F:16 (Intel)

Nmap done: 1 IP address (1 host up) scanned in 213.76 seconds

Specifying the maximum number of parallel operations

In the aboveexample--maxparallelism1 is usedto restrict Nmapso that only one
operationis performedat a time.Thisscan will be considerably slptut will be less

likely to overwhelm the target system with a flood of packets.

102



Minimum Host Group Size

The --min-hostgroup option is used to specify the minimum numbof targets

Nmap should scan in parallel.

Usage syntax:nmap -- min- hostgroup  [number] [target s]

#nmap -- min- hostgroup 30 10.10.1.0/24

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-1010:17 CST
Interesting ports on 10.10.1.1:

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

MAC Address: 00:06:B1:12:0D:14 (Sonicwall)

Interesting ports on 10.10.1.2:

Not shown: 998 closed ports

PORT STATE SERVICE

23/tcp open telnet

80/tcp open http

MAC Address: 00:19:B9:A6:E D:D9 (Dell)

Specifying a minimum host group size

Nmap will perform scans in parallel to save tinwvaen scanning multiple targets
such as a range or entire subndy default, Nmap will automatically adjust the size
of the host groups based on the pe of scan being performed and network
conditions. By specifying themin-hostgroup option, Nmap will attempt to keep

the group sizes above the specified number.
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Maximum Host Group Size

The --maxhostgroup option is used to specify the maximum number tafgets

Nmap should scan in parallel.

Usage syntaxnmap -- max- hostgroup  [number] [target s]

#nmap -- max- hostgroup 10 10.10.1.0/24

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-1010:18 CST
Interesting ports on 10.10.1.1:

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

MAC Address: 00:06:B1:12:0D:14 (Sonicwall)

Interesting ports on 10.10.1.2:

Not shown: 998 closed ports

PORT STATE SERVICE

23/tcp open telnet

80/tcp open http

MAC Address: 00:19:B9:A6:ED:D9 (Dell)

Specifying a maximum host group size

In contrast to the--min-hostgroupoption, the --maxhostgroupoption controls the
maximum number of hosts in a grouphis option is helpful if you want to reduce
the load on a networlor to avoid triggemng any red flagsvith various network

security products.
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Initial RTTTimeout

The --initial-rtt-timeout option controls the initialRTT(round-trip time) timeout

value used by Nmap.

Usage syntax:nmap -- initial -rtt - timeout  [time] [target]
#nmap -- init ial -rtt -timeout 5000 scanme.insecure.org
Starting Nmap 5.00 ( http://nmap.org ) at 2009 -12-16 16:23 CST

Interesting ports on scanme.nmap.org (64.13.134.52):
Not shown: 998 filtered ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open ht tp

Nmap done: 1 IP address (1 host up) scanned in 8.31 seconds

Specifying the initial RTT timeout value used by Nmap

The default timing temglte (T3; see pag&00) has a --initial -rtt -timeout value of
1000 milliseconds.Increasing the value willreduce the number of packet
retransmissions due to timeouts. By decreasing ¥aieyou can speed up scans
but do so with caution. &ting the RTT timeoutvalue too low canmnegate any

potential performancegains and lead to inaccugresults.

105



Maximum RTTTimeout

The --maxrtt-timeout option is used to specify the maximum RTRoyndTrip

Time)timeout for a packetresponse

Usage syntaxnmap -- max rit -timeout [time] [target]

#nmap -- max- rtt -timeout 400 scanme.insecure.org

Start ing Nmap 5.00 ( http://nmap.org ) at 2009 -11- 14 12:57 CST
Interesting ports on scanme.nmap.org (64.13.134.52):
Not shown: 993 filtered ports

PORT STATE SERVICE

25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open htt p

110/tcp closed pop3

113/tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 8.11 seconds

Specifying a 400 millisecond maximum RTT timeout

Nmap dynamically adjustRTTtimeout options for best results by defaulThe
default maximum RTT timeout is 10 seconds. Manually adjusting the maximum RTT
timeout lower will allow for faster scan times (especially when scanning large blocks
of addresses)Specifying a high maximum RTT timeout will prevent Nmap from
giving up t@ soon when scanning over slow/unreliable connections. Typical values
are between 100 millismondsfor fastreliable networks and @000 milliseconds for

slow/unreliable connections.
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Maximum Retries

The --maxretries option is used to control the maximummumber of probe

retransmissions Nmap will attempt to perform.

Usage syntax:nmap -- max- retries [number] [target]

#nmap -- max- retries 1 scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-10 09:59 CST
Interesting ports on scanme.nmap.or g (64.13.134.52):
Not shown: 993 filtered ports

PORT STATE SERVICE

25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 7.55 seconds

Specifying the maximum number oétries

By defaulf Nmap willautomatically adjust the number of probe retransmissions
based on network conditions. Themaxretries option can be used if you want to
override the déault settings or troubleshoot a connectivity problem. Specifying a
high numbercanincrease the time it takes for a scan to complete, but will produce
more accurate results. By lowering thanaxretries you can speed up a scan

although you may not gedccurate results if Nmap gives up too quickly.
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Set the Packet TTL

The --ttl option is used to specify the TTL (tifreelive) for the specified scan (in

milliseconds).

Usage syntax:nmap -- ttl [time] [target]

#nmap -- ttl 500 scanme.insecure.org

Startin g Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 24 13:19 CDT
Interesting ports on scanme.nmap.org (64.13.134.52):
Not shown: 993 filtered ports

PORT STATE SERVICE

25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 7.04 seconds

Specifying a TTL parameter of 500 milliseconds

Packets sent using this option will have the specified TTL value. This isptiseful
when scanning targets on slow connections where normal packets may time out

before receiving a response.
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Host Timeout

The--hosttimeout option causes Nmap to give up on slow hosts after the specified

time.

Usage syntaxinmap -- host - timeout [t ime] [target]

#nmap -- host -timeout 1m 10.10.5.11

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -10- 09 13:29 CDT
Skipping host 10.10.5.11 due to host timeout

Nmap done: 1 IP address (1 host up) scanned in 60.19 seconds

Output of a Nmap scan wherpgcifying a 1 minute timeout

A host may take a long time to scdnt is located on a slow or unreliable network.
Systems that are protected by rate limiting firewalls may also take a considerable
amount of time to scanThe--host-timeout option instructsNmap to give up on the
target system if it fails to completafter the specifiedtime interval. In the above
example, he scan takes longer than oma@nute to complete (as specified by the 1m
parameter) which causes Nmap terminate the scan. This option iparticularly

useful when scanning multiple systems across a \&ANternet connection.

Nmap performs parallel operatiomghen scanning multiple targets. In t
event that one host is taking a long time to resppimap is likely
scanning other hostduring that time. This reduces potential bottlene

that slow hosts can create.

When the--hosttimeout option is specifiedNmapwill not display an

Warning

resultsif a host exceeds the timeout (even if it discovered open por
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Minimum Scan Dely

The --scandelay option instructs Nmap topausefor the specified time interval

between probes.

Usage syntaxinmap -- scan - delay [time] [target]

#nmap -- scan-delay 5s  scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11- 04 13:29 CST
Interesting ports on 64.13.134.52:
Not shown: 993 filtered ports
PORT STATE SERVICE
25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 229.28 seconds

Specifying a 5 second minimum scan delay

Some systems employ rate limiting which can hampenap scanning attempts.
Nmap will automatically adjust the scan delay by default on systems where rate
limiting is detected. In some cases it may be useful to specify your own scan delay if
you know that rate limiting otDS (Intrusion DetectionyStemg are in use.In the
example above the scan delay % instructsNmapto wait five seconds between

probes.
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Maximum Scan Delay

The--maxscandelayis used to specify the maximuamount oftime Nmap should

wait between probes.

Usage syntax:nmap -- max- scan - delay [time] [target]

#nmap -- max- scan - delay 3 00 scanme.insecure.org

Starting Nmap 5.00 ( http://nmap. org ) at 2009 -11- 09 15:35 CST
Interesting ports on scanme.nmap.org (64.13.134.52):
Not shown: 993 filtered ports

PORT STATE SERVICE

25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/ tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 8.14 seconds

Specifying a 30 millisecond maximum scan delay

Nmap automatically adjusthe scan delayto adjust for network conditions and/or
rate limiting hosts. fie --maxscandelay option canbe used to provide a upper
limit to the amount oftime between probesThiscan speed up a scabut comes at

the expenseof accurate results anddded network stress
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Minimum Packet Rate

The --min-rate option is used to gecify the minimum number fopackets Nmap

should send pesecond.

Usage syntax:nmap -- min - rate [number] [target]

#nmap -- min - rate 30 scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-1014:13 CST
Interesting ports on scanme.nmap.org (64.13.134.52):
Not shown: 993 filtered ports

PORT STATE SERVICE

25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 6.99 seconds

Specifying a minimum packet transmission rate of 30

Nmap, bydefault, will automatically adjust the packet rate for a scan based on
network conditions. In some cases you may want to specify your own minimum
rate - although this is generally not recommendedn the above example
--min-rate 30instructs Nmap to send at least 30 packets per a secthiap will
use the number as a low threshold but may scan faster than this if network

conditionsallow.

\WWET el Setting he--min-rate too high may reduce the accuracy of a scan.
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Maximum Packet Rate

The --maxrate option is used to specify the maximum numbefr gackets Nmap

should send pesecond.

Usage syntax:nmap -- max- rate [number] [target]

#nmap -- max-rate 30 scanm  e.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-1014:14 CST
Interesting ports on scanme.nmap.org (64.13.134.52):
Not shown: 993 filtered ports

PORT STATE SERVICE

25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 68.51 seconds

Specifying a maximum packet transmission rate of 30

In the exampleabove specifying --maxrate 30instructs Nmap to sed no more
that 30 packets pesecond.This candramaticallyslow down a scarbut can be
helpful when attempting to avoidntrusion detection system®r a target that uses

rate limiting.

To perform a very sneaky scan useax-rate 0.1 which instructs Nmap t

Tip

send one packet every ten seconds.
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DefeatReset Rate Lintit

The --defeat-rst-ratelimit is used todefeat targets that apply rate limiting to RST

(reset) packets.

Usage syntaxnmap -- defeat -rst - ratelimit [target]
#nmap -- defeat -rst - ratelimit scanme.insecure.org
Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-10 15:14 CST

Interesting ports on scanme.nmap.org (64.13.134.52):
Not shown: 993 filtered ports

PORT STATE SERVICE

25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 7.71 seconds

DefeatingRSTrate limits

The --defeat-rst-ratelimit option can be useful ifgu want to peed up scans on
targets that implementRST packet rate limits. It can, howeJead to inaccurate

results and as such it is rarely used.

The --defeat-rst-ratelimit option israrely used becausenimost case
\[51i=0" Nmap will automatically etect rate limiting hosts ah adjust itsel

accordingly
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Section 8

Evading Firewalls

115



Firewall Evasion Techniques Overview

Firewalls and intrusiopreventionsystems are designed to prevent tools like Nmap
from getting an accurate picture tfie systemsthey are protecting Nmap includes
a number of features designed to circumvent these defen$asssectiondiscusses

the various evasion techniquésiilt into Nmap

Summary of features covered in this section:

Feature Option

Fragment Packst -f
Specify a Specific MTU --mtu

Use a Decoy -D

Idle Zombie Scan -sl
Manually Specify a Source Port --sourceport
Append Random Data --data-length
Randomize Target Scan Order | --randomizehosts
Spoof MAC édress --spoofmac
Send Bad Checksums --badsum
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Fragment Packets

The-f option is used to fragment probes intelB/te packets.

Usage syntaxnmap -f [target]

#nmap -f10.10.1.48

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-1110:10 CST
Interesting ports on 10.10.1.48:

Not shown: 994 clos ed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

25/tcp open smtp

80/tcp open http

111/tcp open rpchind

2049/tcp open nfs

MAC Address: 00:0C:29:D5:38:F4 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.52 seconds

Sanning a target using fragmented packets

The -f option instructs Nmap to send smaltt§te packets thus fragmenting the
probe intomanyvery small packetsThis option is@ particularly useful in everyday
situations however, it may be helpful when attepting to evade some older or

improperly configured firewalls.

Some host operating systems may require the usesehdeth combine |
Ul with -f for fragmented packets to be properly transmitted.
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Specify a&SpecificMTU
The--mtu option is used to spéfy a custom MTU (Maximum Transmission Unit).

Usage syntaxinmap -- mtu [number] [target]

#nmap -- mtu 16 10.10.1.48

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-1110:11 CST
Interesting ports on 10.10.1.48:

Not shown: 994 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

25/tcp open smtp

80/tcp open http

111/tcp open rpchind

2049/tcp open nfs

MAC Address: 00:0C:29:D5:38:F4 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.34 seconds

Specifying a specific MTU

The--mtu option is similar to thef option (discussed opagel17) except itallows
you to specify your own MTU to be used dursmanning.This creates fragmented
packets that can potentially confuse some firewalls.the above examplethe

--mtu 16 argumentinstructsNmapto usetiny 16-byte packets for the scan.

The MTU must be a multiple of 8 (example 8,246,32 etc).

Some host operating systems may require the usesehdeth combine |
Ul with --mtu for fragmented packets to be properly transmitted.
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Use aDecoy

The-D option is usedo mask an Nmap scan by using one or nubeo\s.

Usage syntax:nmap - D [decoyl,decoy?2,etc]| RND:number] [target]

#nmap -DRND10 10.10.1.48

Starting Nmap 5.00 ( http:// nmap.org ) at 2009 -11-02 16:41 CST

Masking a scan using 10 randomly generatdetoyl|P addresses

When performing a decoy scan Nmap will spoof additional packets from the
specified number ofdecoy addressesThis effectively makes it appear that the
target is being scanned by multiple systems simultaneously. Using decoys allows the
I QlGidzl £ &a2dz2NOS 2F (GKS aoty G2 aofSyR Ay

where the scan is coming fram

In the above examplemap -D RND:10instructs Nmap to gegrate 10 random
deays. You can also specify decoy addressanually using the following syntax:

nmap-D decoyl,decoy2,decoy3,etc

Using too many decoys can cause network congestion and redu

effectiveness of a scan. Additionalypme inernet service provide

Warning

may filter spoofed traffic which will reduce the effectiveness of

decoys to cloak your scanning activity.
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Idle ZombieScan

The-sloption is used to perform an idle zombie scan.

Usage syntax:nmap - sl [zombie host] [target ]

#nmap -sl10.10.1.41 10.10.1.252

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-1418:35 CST
Idle scan using zombie 10.10.1.41 (10.10.1.41:443); Class: Incremental
Interesting ports on 10.10.1.252:

Not shown: 997 closed]filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios -ssn

445/tcp open microsoft -ds

MAC Address: 00:25:64:D7:FF:59 (Dell)

Nmap done: 1 IP address (1 host up) scanned in 8.29 seconds

PaAy3 Ly ARt S al2YoAaSé (2
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The idle zombie scan is a goe scanning technique that all@wou to exploit an
idle system and use it to scan a target system for youhis example 10.10.1.41 is
the zombie and 10.10.1.252 is the target system. The seanks byexploiting the
predictable IP sequence ID geneoatiemployedby some systemdn order for an
idle scan to be successfuhe zombie system must truly be idle at the time of

scanning.

With this scan no probe packets are séoim your system to the targ |
\[5)=1 although an initial ping packet will be eto the target unless yo

combine-PNwith -sl.

More information about the idle zombie scan can be found on the Nmap website at

www.nmap.org/book/idlescan.html.
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Manually Specify &ource Port Number

The--sourceport option is used tomanually spedy the source portnumber of a

probe.

Usage syntax:nmap -- source - port [port] [target]

#nmap -- source - port 53 scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -12-16 16:41 CST
Interesting ports on scanme.nmap.org (64.13.134.52):
Not sho wn: 993 filtered ports

PORT STATE SERVICE

25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/tcp closed auth

31337/tcp closed Elite

Nmap done: 1 IP address (1 host up) scanned in 7 .59 seconds

Manually specifying the packet source port number

Every TE segment contains a source poimberin addition to adestination. By
default, Nmap willrandomly pick anavailable outgoingsource port to probe a
target. The --sourceport option will force Nma to use the specified port as the
sourcefor all packets This technique can be usé exploitweaknesses in firewalls
that are improperly configured to blindly accept incoming traffic based on a specific
port number. Port 20 (FTP)port 53 (DNS, and 67 (DHCP) are common ports

susceptible to this type of scan.

The-g option is a shortcut that is synonymous withourceport.
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Append Random Data

The--data-length option can be used to append random data to probe packets.

Usage Ssyrdx: nmap -- data - length [number] [target]

#nmap -- data - length 25 10.10.1.252

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-1418:41 CST
Interesting ports on 10.10.1.252:

Not shown: 995 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios -ssn
445/tcp open microsoft -ds
5800/tcp open vnc - http

5900/tcp open vnc
MAC Address: 00:25:64:D7:FF:59 (Dell)

Nmap done: 1 IP address (1 host up) scanned in 5.17 seconds

Padding a scan with random data to avoid detection

Nmap transntis packets which are generally a specific size. Some firewall vendors
know to look for this type opredictable packet size. Thalata-length option adds
the specified amount of additional data farobesin an effort to circumvent these
types of checksnlthe above example 25 additional bytes are addedltgpackets

sent to the target.
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Randomize Target Scan Order

The --randomizehosts option is used to randomize the scanning order of the

specifiedtargets.

Usage syntaxinmap -- randomize - hosts [target s]

$nmap -- randomize -hosts 10.10.1.100 - 254

Intere sting ports on 10.10.1.109
Not shown: 996 filtered ports
PORT STATE SERVICE

139/tcp open netbios -ssn
445/tcp open microsoft -ds
5800/tcp open vnc - http

5900/tcp open vnc
MAC Address: 00:1C:23:49:75 :0C (Dell)

Interesting ports on 10.10.1.100:
Not shown: 996 filtered ports
PORT STATE SERVICE

139/tcp open netbios -ssn
445/tcp open microsoft -ds
5800/tcp open vnc - http

5900/tcp open vnc
MAC Address: 00:21:9B:3F:AC:EC (Dell)

Interesting ports on 10.10.1.107:
Not shown: 997 closed ports

PORT STATE SERVICE

22/tcp open ssh

139/tcp open netbios -ssn

Scanningsystemsin a random order

The --randomizehosts option helps prevent scansf multiple targetsfrom being
detected by firewalls anthtrusion detection systemsThis is done by scanning them

in a random order instead of sequential.
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Spoof MAC Adress

The --spoofmac is used to spoof theMAC (Media Access Controgddressof an

ethernetdevice

Usage syntax:nmap -- spoof - mac [vendor|[MA C|0] [target]

# nmap -sT - PN -- spoof - mac 0192.168.1.1

Starting Nmap 5.00 ( http://nmap.org ) at 2010 -01-1519:48 CST
Spoofing MAC address 00:01:02:25:56:AE (3com)

Interesting ports on 192.168.1.1:

Not shown: 995 filtered ports

PORT STATE SERVICE

20/tcp closed ftp - data

21/tcp closed ftp

23/tcp closed telnet

80/tcp open http

2869/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 4.78 seconds

Using a spoofed MAC address

In this example, Nmap is instructed to forge a randprgenerated 3com MAC
address.This makes your scanning activity harder to trace by preventing your MAC

address from being logged on the target system.

The--spoofmacoption can be controlled by the followingarameters

Argument | Function
0 (zero) Gererates a random MAC address
Specific MAC Addresg Uses the specified MA&idress
VendorName Generates a MAC address from the specified ven
(such as Apple, Dell, 3Com, etc)

MAC address spoofing options
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Send Bad Checksums

The --badsum option is usedto send packets withincorrect checksums to the

specified host.

Usage syntax:nmap -- badsum [target]

#nmap -- badsum 10.10.1.41

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 24 16:19 CDT
All 1000 scanned ports on 10.10.1.41 are filtered
MAC Address: 00:60:B0:59:B6:14 (Hewlett - packard CO.)

Nmap done: 1 IP address (1 host up) scanned in 21.40 seconds

Scanning a target using bad checksums

The TCP/IP protocol uses checksums to endata integrity Crafting packets with
bad checksums can, in somergaoccasions, produce a response from a poorly
configured systemin the above example we did not receive anguits meaning
the target systemis configured correctlyThis is a typical result when using the

--badsumoption.

Only a poorly configed system would respond to a packet with a
checksum. Nevertheless, it is a good tool to use when audithgork

securityor attempting to evade firewalls.
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Section 9

Output Options

127



Output Options Overview

Nmap offers several optiorfer creating formatted outputIn addition to displaying
the standardoutput on a screenyou can also save scan results in a text file, XML
file, or a single line grepable fil&his feature can & helpful when scanning a large
number ofsystemsor for comparing the results of two scans using thdiff utility

(discussed irsection 13.

The grep pattern matching utility is only available on Unix, Linux,
Mac OS X systems by default. Windows users can download a Win
Nt of the GNU greprogramat http://gnuwin32.sourceforge.neto use with

the examples discussed in this section

Summary of features covered in this section:

Feature Option

Save Output to a Text File -oN
Save Output to a XML File -0X
Grepable Output -0G
Output All Supported F&lTypes -0A
Periodically Display Statistics --Stats-every
133t Output -0S
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Save Output to a Text File

The-oN parameter saves the results of a scan in a plain text file.

Usage syntax:nmap -oN [scan.txt ] [target]

$nmap - oN scan.txt 10.10.1.1

Starti  ng Nmap 5.00 ( http://nmap.org ) at 2009 -08-1315:17 CDT
Interesting ports on 10.10.1.1:

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.47 seconds

Saving Nmap outpt in a text file

The results of the above scan are sht@the scan.txt file shown below.

$ cat scan.txt

# Nmap 5.00 scan initiated Thu Aug 13 15:17:16 2009 as: nmap -oN
scan.txt 10.10.1.1

Interesting ports on 10.10.1.1:

Not shown: 998 closed ports

PCRT STATE SERVICE

80/tcp open http

443/tcp open https

# Nmap done at Thu Aug 13 15:17:17 2009 -- 1 1IP address (1 host up)
scanned in 0.47 seconds

Reviewing the contents of the scan.txt file

Nmap will overwritean existingoutput file unless he --appendoutput

gt optionis combined withoN.
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Save Output to a XML File

The-oX parameter saves the results of a scan in a XML file.

Usage syntax:nmap - oX [scanxml ] [target]

$nmap - oX scan.xml 10.10.1.1

Starting Nmap 5.00 ( http://nmap.org ) at 2 009- 08- 13 15:19 CDT
Interesting ports on 10.10.1.1:

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Creating a XML output file
The results of the above scan are saved to the scan.xml file shown below.

$ cat scan.xml

<?xml version="1.0" ?>

<?xml - stylesheet href="file:///usr/local/share/nmap/nmap.xsl"
type="text/xsl"?>

<! -- Nmap 5.00 scan initiated Thu Aug 13 15:19:44 2009 as: nmap -oX
scan.xml 10.10.1.1 - >
<nmaprun scanner="nmap" args="nmap - oX scan.xml 10.10 1.1

start="1250194784" startstr="Thu Aug 13 15:19:44 2009" version="5.00"

Viewing the contents of the XML output file

The resulting XML file has hardcodéte paths which may only work the system
where the file was created. Thewebxml paramete can be combined withoX to

create a portable file for any system (with internet access). You can also specify an
alternative style sheet using thestylesheetparameter. To avoid referencing a style

sheet at alluse the--no-stylesheetparameter.
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Grepable Output

The-oGoption enables grepable output.

Usage syntaxnmap - oG [scan.txt ] [target]

$nmap - oG scan.txt -F -010.10.1.1/24

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 13 15:50 CDT
Interesting ports on 10.10.1.1:

Not shown: 998 closed p orts

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Creating a grepable output file

The resulting scan is saved to the specified text fitlhich can be useful when

combined with text parsing tools like Perigrep(as displayed beloyw

$ grep "Windows 98" scan.ixt

Host: 10.10.1.217 Ports: 139/open/tcp//netbios - ssnlll,
5800/open/tcpl/ivnc - http///, 5900/open/tcp//vnc//l Ignored State:
closed (97) OS: Microsoft Windows 98 SE  Seq Index: 18 IP ID
Seq: Broken little - endian incre mental

Using the grep utility to review a Nmap output file
In the above example, thgrep utility will display all instances of the specified text

found in the scan.txt file. Thisnakes it simpleto quickly search for specific

information whenanalying results frona largescan
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Output All Supported File Types

The-oA parameter saves the output of a scan in text, grepable, and XML formats.

Usage syntax:nmap - oA [filename] [target]

$nmap - oA scans 10.10.1.1

Starting Nmap 5.00 ( http://nmap.or g) at 2009 - 08-1316:10 CDT
Interesting ports on 10.10.1.1:

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.66 seconds

Creating output files for all available fornta

¢ KS NIB ad# duthuf Hles arétesfed with their respective extensionas
displayed below.

$Ils -Iscans.*
-rw-r-- r-- 1nick nick 284 2009 - 08- 13 16:22 scans.gnmap
-rw-r-- r-- 1n ick nick 307 2009 -08-1316:22 scans.nmap

-rw-r-- r-- 1 nick nick 5150 2009 - 08- 13 16:22 scans.xml

Directory listing of the resulting output files

File | Contents
scans.gnmap Grepable output
scans.nmap Plain text output

scans.xml XML output

Nmap output files
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DisplayScanStatistics

The--stats-every option canbe used to periodically displdiie status of the current

scan.

Usage syntax:inmap -- stats - every [time] [target]

$nmap -- stats -every5s10.10.1.41

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-1316:30 CDT
Stats: 0:00:07 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 55.00% done; ETC: 16:30 (0:00:05 remaining)

Stats: 0:00:12 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan

Service scan Timing: About 85.00% done; ETC: 16:30 (0:00:02 remaining)

Stats:  0:00:17 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 90.00% done; ETC: 16:30 (0:00:02 remaining)

Stats: 0:00:22 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan

Service scan Timing: About 90.00% done; ETC: 16:30 (0:00:02 remaining)
Stats: 0:00:27 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan

Service scan Timing: About 90.00% done; ETC: 16:30 (0:00:03 remaining)

Stats: 0:00:32 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan

Nmap scan status output

On slow scans you may get bored looking at your screen doing ndivirigng
periods of time.The --stats-every option can alleviate this problem.In the above
example --stats-every 5sinstructs Nmap to display the atus ofthe current scan
every fiveseconds. Timing parameters can be specified in seconds (s), minutes (m),
or hours (h) by appendingnas, m, or h to the interval numberas described on

page99.
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133t Output

The-0S2 LJGA2Y OWROXISEFARKRASE 2 dzi Lidzi @

Usage syntaxnmap - oS [scantxt ] [target]

$nmap - oS scan.txt 10.10.1.1

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 13 15:45 CDT
Interesting ports on 10.10.1.1:

Not shown: 998 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.48 seconds

/ NBIFGAy3 + amooilé 2dziLidzi FAd

{ONAR LI 1ARRAS 2NJ aft SSG¢ aLISF]1 A& 2dziLidzi
immature teenagers on message boards and chat sifeis. option is included as a
joke and is@really useful for anythingther than a good laughThe results of the

-0Soption aresaved in scan.txt fildisplayed below.

$ cat scan.txt

StaRtING NMap 5.00 ( htTp://nmap.oRg ) aT 2009 - 08- 13 15:45 CDT
Int3r3  St|ng pOrts On 10.10.1.1:

nOt $hown: 998 cl0$3d pOorts

PORT $TATE seRV!ICE

80/tcp Open hTtp

443/tcp Open httpS

Nmap DOnE: 1 Ip addresz (1 host up) $canned iN 0.48 $3cOnds

Nmap script kiddie output
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Section 10
Troubleshooting and Debugging
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Troubleshooting and Debugging Overview

Technical problems aran inherent partof using computersNmap is no exception.
Occasionally scan may not produce thautput you expectedyou may receive an
error ¢ or you may not receive angutput at all. Nnmap offers several options for
tracing and debugging a scan which can help identify why this happens. The

following sectiondescribeshesetroubleshooting and debugging features in detail.

Summary of features covered in this section:

Feature Option

Getting Help -h
Display Nmap Version -V
Verbose Output -v
Debugging -d
Display Port State Reason --reason
Only Display Open Ports --open
Trace Packets --packettrace
Display Host Networking --iflist
Specify a Network Interface -e
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Getting Help

Exexiting nmap -h will display a summary of available options.

Usage syntax:nmap -h

$nmap -h
Nmap 5.00 ( http://nmap.org )

Usage: nmap [Scan Type(s)] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanm e.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0 -255.1 - 254
- iL <inputfilename>: Input from list of hosts/networks
- iR <num hosts>: Choose random targets
-- exclude <host1[,host2][,host3],...>: Exclude hosts/networks
-- excludefile <exclude_file>: Ex clude list from file

Displaying Nmap help information

For more detailed information you can read the Nmap manual page by typing
man nmapon the command line.

$ man nmap

Accessing the Nmap man page on Unix and Linux systems

Theman commandis only available on Unixjnux and Mac OS Kased
systems. Windows users can read the Nmap manual onlin

www.nmap.org/book/man.html.

You can also find help online by subscribing to the Nmap mailing
www.seclists.org.
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Display Nmap Veisn

The-V option is used to display the installed version of Nmap.

Usage syntaxnmap -V

$nmap -V
Nmap version  5.00 ( http:// nmap.org )

Displaying the installed version of Nmap

When troubleshooting Nmap problems you should always make sure yathav

most upto-date version installed. Open source programs like Nmap are developed
at a rapid pace and bugs are typically fixed as soon as they are discovered. Compare
your installed version to the latest version available on the Nmap website at
www.nmaporg to make are you are running the most uip-date version available.

This will ensure that you have access to the latest features as well as thebogpst

free version available.
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Verbose Output

The-v option isused to enable verbose output.

Usage sytax: nmap -v [target]

$nmap - v scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-12 15:06 CDT
NSE: Loaded 0 scripts for scanning.

Initiating Ping Scan at 15:06

Scanning 64.13.134.52 [2 ports]

Completed Ping Scan at 15:06, 1.87s elapse d (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 15:06

Completed Parallel DNS resolution of 1 host. at 15:06, 0.16s elapsed
Initiating Connect Scan at 15:06

Scanning scanme.nmap.org (64.13.134.52) [1000 ports]

Discovered open port 53/tcp on 64.13.134.52

Discovered open port 80/tcp on 64.13.134.52

Completed Connect Scan at 15:06, 7.00s elapsed (1000 total ports)
Host scanme.nmap.org (64.13.134.52) is up (0.087s latency).

Interesting ports on scanme.nmap.org (64.13.134.52):

Not shown: 998 fi Itered ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

Read data files from: /usr/local/share/nmap
Nmap done: 1 IP address (1 host up) scanned in 9.41 seconds

Nmap scan with verbose output enabled

Verbose outputan be usefl when troubéshooting connectivity problemsr if you

are simpy interested inwhatQgoing on behind the scenes of your scan.

You can use they option twice {v -v or -v) to enable additional verbo
U output.
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Debugging

The-d option enables dbugging output.

Usage syntaxnnmap -d[1 - 9] [target]

$nmap - d scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-12 15:26 CDT
PORTS: Using top 1000 ports found open (TCP:1000, UDP:0, SCTP:0)
--------------- Timing report mmmmmeeeeen -

hostgroups: min 1, max 100000

rtt - timeouts: init 1000, min 100, max 10000

max- scan - delay: TCP 1000, UDP 1000, SCTP 1000

parallelism: min 0, max O

max- retries: 10, host - timeout: 0

min - rate: 0, max - rate: O

NSE: Loaded 0 scripts for scanning.

Initiating Ping Scan at 15:26

Scanning 64.13.134.52 [2 ports]

Completed Ping Scan at 15:26, 2.83s elapsed (1 total hosts)

Overall sending rates: 1.06 packets / s.

mass_rdns: Using DNS server 10.10.1.44

mass_rdns:  Using DNS server 10.10.1.45

Initiating Parallel DNS resolution of 1 host. at 15:26

mass_rdns: 0.00s 0/1 [#: 2, OK: 0, NX: 0, DR: 0, SF: 0, TR: 1]
Completed Parallel DNS resolution of 1 host. at 15:26, 0.00s elapsed

Nmap debugging output

Debugging otput provides additional information that can be use to trace bugs or
troubleshoot problemsThe default-d output provides a fair amount of debugging
information. You can also specify a debugging level-8ftd be used with thed
parameter to increaser decrease the amount of output. For exampiel provides

the lowest amount of debugging output and9 is the highest.
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Display Port State Reason Codes

The --reasonparameter displays the reason why a port is considered to be in the

givenstate.

Usagesyntax: nmap -- reason [target]

$ nmap -- reason scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08-12 15:43 CDT
Interesting ports on scanme.nmap.org (64.13.134.52):

Not shown: 993 filtered ports

Reason: 993 no - responses

PORT STATE SERVICE REASON

25/tcp closed smtp conn - refused
53/tcp open domain syn - ack

70/tcp closed gopher conn - refused
80/tcp open http syn - ack

110/tcp closed pop3 conn - refused
113/tcp closed auth conn - refused
31337/tcp closed Elite conn - refused

Nmap done: 1 IP address (1 host up) scanned in 8.83 seconds

Nmap scan with port state reason codes enabled

Notice the addition of the reason field in the above schrformation in tis field
can be useful when trying to determine whyeaagetQ ports are in a particular state.
Ports that respond wittsynackare considered to be open. Ports that respond with
connrefusel or reset are typically closed. Ports that do not respond at all are

generally filteredby a firewall)
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Only Displg Open Ports

The--open parameter instructs Nmap to only display open ports.

Usage syntax:nmap -- open [target]

$nmap -- open scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009-12- 18 12:47 CST
Interesting ports on scanme.nmap.org (64.13. 134.52):

Not shown: 993 filtered ports, 5 closed ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 8.26 second

Limiting Nmap output to display open ports only

The--open parameterremoves absed and filtered ports from the scan resulf&his
option is useful when you want to unclutter the results of your scan so tmy
open ports aredisplayed.The same scan without theopen option is displayed

below for comparison.

$ nmap scanme.insecu  re.org

Starting Nmap 5.00 ( http: /Inmap.org ) at 2009 -12-1812:49 CST
Interesting ports on scanme.nmap.org (64.13.134.52):

Not shown: 993 filtered ports

PORT STATE SERVICE

25/tcp  closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

110/tcp closed pop3

113/tcp closed auth

Nmap scan displaying open and closed ports
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Trace Packets

The --packettrace parameter instructs Nmap to display a summary of all packets

sent and received.

Usage syntaxnmap -- packet -trac e [target]

$nmap -- packet -trace 10.10.1.1

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -08-1317:14 CDT
CONN (0.1600s) TCP localhost > 10.10.1.1:80 => Operation now in progress
CONN (0.1600s) TCP localhost > 10.10.1.1:443 => Operation now in progress
NSQCK (0.1610s) UDP connection requested to 10.10.1.45:53 (IOD #1) EID 8

NSOCK (0.1610s) Read request from 10D #1 [10.10.1.45:53] (timeout: - 1ms) EID 18
NSOCK (0.1610s) UDP connection requested to 10.10.1.44:53 (IOD #2) EID 24

NSOCK (0.1610s) Read request fro m 10D #2 [10.10.1.44:53] (timeout: - 1ms) EID 34
NSOCK (0.1610s) Write request for 40 bytes to 10D #1 EID 43 [10.10.1.45:53]:

Vi, 1.1.10.10.in - addr.arpa.....

NSOCK (0.1610s) nsock_loop() started (timeout=500ms). 5 events pending
NSOCK (0.1610s) Cal  Iback: CONNECT SUCCESS for EID 8 [10.10.1.45:53]
NSOCK (0.1610s) Callback: CONNECT SUCCESS for EID 24 [10.10.1.44:53]
NSOCK (0.1610s) Callback: WRITE SUCCESS for EID 43 [10.10.1.45:53]

Packet trace output
The--packettrace parameter is another usef tool for troubleshooting connectivity

issues.The example above displays detailed information about epaigketsent to

and received from the target system.

Trace informationwill rapidy scroll across the screen. See pdg® for

Tip

information about saving trace data to adfifor easier viewing.
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Display Host Networking Configuration

The--iflist option displays the network interfaces and routnfiguredon the local

system.

Usage syntaxnmap -- iflist

$nmap - if list

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -08-1317:03 CDT
INTERFACES
DEV (SHORT) IP/MASK TYPE UP MAC

lo (lo) 127.0.0.1/8 loopback up

ethO (ethO) 10.10.1.107/24 ethernet up O 0:21:70:AC:F7:E7
wlan0 (wlan0) 10.10.1.176/24 ethernet up 00:16:EA:F0:92:50

ROUTES
DST/MASK DEV GATEWAY
10.10.1.0/0 ethO

10.10.1.0/0 wlan0
169.254.0.0/0 wlanO

0.0.0.0/0 ethO 10.10.1.1

Interface list output

The above example displays the general network and routing information for the
local systemThisoption can be helpful foquickly identifying network information

or troubleshooting connectivity issues.

Additional commands thatire helpful for troubleshooting networkir
configuration includéfconfig (Unix/Linux) andpconfig (Windows). Mos
rip Windows and Unix based systems also include nbtstat command

whichcan provideadditionalnetwork information.
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Specify Which Network lerface to Use

The-e option is used to manually specify which network interface Nmap should use.

Usage syntax:nmap - e [interface] [target]

$nmap -e eth0 10.10.1.48

Starting Nmap 5.00 ( http://nmap.org ) at 2009 - 08- 25 08:30 CDT
Interesting ports on 10 .10.1.48:

Not shown: 994 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

25/tcp open smtp

80/tcp open http

111/tcp open rpchind

2049/tcp open nfs

Nmap done: 1 IP address (1 host up) scanned in 0.41 seconds

Manually spedying a network interface

Many systems have multiple network interfacéddost modern laptopsfor example,
have both a regular ethernet jack and a wireless card. If you want to ensure dmap
using your preferred interface you can useto specify it m the command lineln
this example-e is used to force Nmap to scan via teth0 interface on the multi-

homedhost system
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Section 11

Zenmap
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ZenmapOverview

Zenmap is a graphical framd for Nmap designed to make lightork of Nmap@
compkx scanning features. The Zenmap GUI is a-@las®rm program that can be

used on Windows, Mac OSafid UnixLinux systems.

=] Zenmap = 1 ) e
Scan Tools Profile Help

Target: [192.168.10.1 \ v ‘ Profile: [Intense scan \ v ‘ [Scan]

Command: [nmap -T4 -A -v -PE -PA21,23,80,3389 192.168.10.1 |

| Hosts | services | [Nmap Output | ports / Hosts | Topology | Host Details | Scans |

0S | Host | nmap -T4 -A-v -PE -PA21,23,80,3389 192.168.10.1 o] | Details |

N ——— -
¥ 192168101 PORT STATE SERVICE VERSION [l

20/tcp closed ftp-data

21/tcp closed ftp

23/tcp closed telnet

80/tcp open http Intoto httpd 1.0

MAC Address: 00:16:B6:BE:6D:1D (Cisco-Linksys)
Device type: WAP|broadband router

Running: Linksys embedded, Netgear embedded, Netgear
VxWorks 5.X

0S details: Linksys WRTS4G or WRT54G2, or Netgear
WGR614 or WPN824v2 wireless broadband router,
Netgear WGT624 WAP, Netgear WGR614v7, WGT624v3, or
WPN824v2 WAP (VxWorks 5.4.2)

Uptime guess: 23.652 days (since Tue Jul 21 04:50:35
2009)

Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=25 (Good luck!)
IP ID Sequence Generation: Incremental

Read data files from: /usr/local/share/nmap
05 and Service detection performed. Please report
any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 18.62
seconds

Raw packets sent: 2036 (91.700KB) | Rcvd:
16 (908B)

Zenmap GUI
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Launching Zenmap

Windows Users
Zenmap is installed by default when you install Nmap on Windows systems. To start

Zenmap go téstart > Programs > Nmap > Zenmap GUI.

Unix and Linux Users
Zenmapis automatically instald when you compile Nmap from source. If you
install Nmap viaapt or yum you may have to manually install the Zenmap package.

This can be done bgxecuing one ofthe following commands:

Debian/Ubuntu: apt-get installzenmap
Fedora/Red Hat/CentOS yum installzenmap

Gentoo: emergezenmap

Once installedthe Zenmap GUWhich can be launched by selectiAgplications >

Internet > Zenmagrom the Ghomemenu.

Mac OS X Users
Zenmap for Mac OS X is installed Applications >Zenmap It is included

automatically as part of the default Nmap installation.

The X11 server for Mac OS X is required to run Zenmap on Mac s

Note This softwarecan be foundn the Mac OS X installation DVD.
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Basic Zenmap Operations

Performing a scan with Zenmap is as simgl#,2, 3...

= Zenmap —| (=) 23
Scan Tools ProfilesHealn

w1 D

Command: |nmap -T4-A-v -PE -PS22,25,80 -PA21,23,80,

| Hosts | services | [Nmap Output | ports / Hosts | Topology | Host Details | Scans |

0s Host

Zenmap GUI eerview
Step 1: Enter a target (or select a recent target from the lis

Step 2: Select a scanning profile

Step 3: Press the scan button

150



ZenmapResults

The results of the scan are displayed once the gsdimished TheNmap Output

tab displays the raw output of the scan as it would appear on the command line.

] Zenmap o= | B3] | P
Scan Tools Profile Help

Target: [scanme.insecure.org \V‘ Profile: [ \V‘ {Scanl LAl

Command: |nmap -T4 -F scanme.insecure.org ]

[ Hosts | services | [Nmap Output | ports / Hosts | Topology | Host Details | scans |

0S5  Host {nmap -T4 -F scanme.insecure.org < ] {DetailsJ'
(] 192.168.10.1 Starting Nmap 5.00 ( http://nmap.org ) at 2009-08-13

20:31 CDT

® 192.168.10.100 Interesting ports on scanme.nmap.org (64.13.134.52):
Not shown: 97 filtered ports

PORT STATE SERVICE

53/tcp open domain

80/tcp open http

113/tcp closed auth

Nmap done: 1 IP address (1 host up) scanned in 3.00
seconds

Zenmapscan output

The actual command line 8ig executed is displayed in tl@@mman

Note

box above.
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Scanning Profiles

Zenmap provides buiin profiles for the most common types of scans. This
simplifies the scanning process by eliminating the need to manually spelifiga

stringof arguments on te command line

=] Zenmap = 1 ) e
Scan Tools Profile Help

Target: [scanme.insecure.org \v‘ Profile: |Quick scan v

Command: [nmap -T4 -F scanme.insecure.org

. Intense scan plus UDP

[ Hosts “ Services | [ Nmap Output ‘ Portt | tense scan, all TCP ports | 3€@NS |
0S  Host | nmap -T4 -F scanm  |ntense scan, no ping | Details ‘
Starting Nmap 5. 369-08-13
{J 192.168.10.1 il ch P Quick scan
®  192.168.10.100 Interesting port  quick scan plus 1134.52):

Not shown: 97 fi

PORT STATE S Quick traceroute
53/tcp open d
80/tcp open h
113/tcp closed @  Slow comprehensive scan

Regular scan

Nmap done: 1 IP address (1 host up) scanned in 3.00
seconds

Zenmap scanningrpfiles
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Profile Editor

If the builtin scans dof® meet your exact needsyou can create your owiscan

profile. To do thissimply access the profile editor IsglectingProfile > New Profile

from the Zenmapmenu (or pressCTRL + &n the keyboarl

=] Profile Editor

- 0 X

[ﬁmap -5A -s0 -sU -sV -T3 -O -A -v -n -PN -PE -PS -PA21,23,80,3389

| |scan|

Profile | Scan | Ping | Scripting Target | Source Other  Timing
Scan options

Targets (optional): I| |
TCP scan: | ACK scan (-sA) $ ‘
Non-TCP scans: | 1P protocol scan (-sO) o] ‘
Timing template: | Normal (-T3) ] ‘

Enable all advanced/aggressive options (-A)
¥ Operating system detection (-O)
Version detection (-sV)

[J Idle Scan (Zombie) (-sl) l |

[ FTP bounce attack (-b) | |
[ Disable reverse DNS resolution (-n)
[] IPv6 support (-6)

Help
Operating system detection

Attempt to discover the
operating system running on
remote systems.

‘annceﬂ iSave Changes

Zenmap profile eitor

Within the Zenmap Profile Editorou can select the options for your custom profile

and Zenmap will automatically builthe complex Nmap command line strings based

on your selections.

Once finishd, simply click theSave Changdsutton and yourcustomprofile will be

available for use in the profile selection menu.
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Viewing Open Ports

Once a scarsicompleted you can view a usfeiendly display of the results on the
Ports/Hoststab. The buttonsdbeledHostsand Servicescan be used to toggle the

display of the recent scans.

=] Zenmap = 8 x
Scan Tools Profile Help
Target: lscanme.insecure.org \v‘ Profile: louick scan \v‘ {Scan|
Command: |{nmap -T4 -F scanme.insecure.org |
[ Hosts ]| services | | Nmap Output | Ports / Hosts ‘I'bpology[HostDetailslScans[
05 | Host [ ] Port Protocol | State | Service | Version |
{ 192.168.10.1 ® 80 top open  http
W 192.168.10.100 @® 113 tep closed auth
(I @

Zenmap ports éplay
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Viewing a Network Map

After performing one or moracansyou can view the results ongraphicalmap on

the Topologytab.

= Zenmap =] (=) 23
Scan Tools Profile Help

Target: lscanme.insecure.org \v‘ Profile: louick scan \v‘ ‘_Scan|

Command: lnmap -T4 -F scanme.insecure.org l

| Hosts | services | | Nmap Output Ports /Hosts | Topology | Host Details | Scans |

0S  Host ‘ + Hosts Viewer
® 192.168.10.105
(7 192.168.10.1
Ay 192.168.10.100

&) Fisheye ” i, Controls H (% save Graphic ‘

. ¥ |Scanme.nmap.org

: I,.—- 192.168.10.105
I EIssaladsto 1
0192.168.10.100

Zenmap topology nap

ZenmapQ topology feature provides an interactive graphic which can be

manipulated by pressing th@ontrolsbutton to modify the various display options.
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Saving Network Maps

You can also save a Zenmap topology map by pressirfgaive Graphibutton.

(=] Zenmap HMIEIE3
Scan Tools Profile Help

Target: [scanme.insecure.org \v‘ Profile: [Ouick scan \v‘ [Scan| Ca

Command: [nmap -T4 -F scanme.insecure.org ]

| Hosts | services | | Nmap Output | Ports /Hosts | Topology | Host Details | Scans |
0S  Host [ # Hosts Viewer ‘E&Fisheye” | ContmlsH&Save Graphic‘

® 192.168.10.105

¥ scanme.nmap.org (

[ 192.168.10.1

B 192 = Save Topology =) 3] [53

Nome: (IR ot ]

Save in folder:

Desktop = I

> Browse for other folders

)5

Select File Type: | PDF o)

[ € cancel [ [ ) save ]

| U 192.168.10.100

Saving atopology map

Zenmap supports exportinmapsto several popular formats including PNG, PDF,
SVG, and Postscript.
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Viewing Host Details

TheHost Detailstab provides a useiriendly display of information gathereftlom a

target sygem.

=
Scan Tools Profile Help

Zenmap ||z

Target: Iscanme.insecure.org

\ v ‘ Profile: |Quick scan ‘ v ‘ ‘Scan|

Command: [nmap -T4 -F scanme.insecure.org

{ Hosts H Services ‘

0S | Host
® 192.168.10.105
@ scanme.nmap.org (
[/ 192.168.10.1
4 192.168.10.100

| Nmap Output  Ports / Hosts | Topology | Host Details gam:

+ 192.168.10.100
[ Comments

= Host Status

State: up
Open ports: = @
Filtered ports:

Closed ports: 95

Scanned ports: 100

Up time: Not available §
Last boot: Not available

o

~ Addresses
IPv4: 192.168.10.100

IPv6: Not available
MAC: Not available

~ Operating System
Name: Linux 2.6.17 - 2.6.28

P Ports used
[ OS Class

Zenmap hat details
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Viewing Scan History

TheScandab displays scanning history for the current session.

= Zenmap =B
Scan Tools Profile Help

Target: [scanme.insecure.org \v‘ Profile: [Ouick scan \v‘ [Scan| Ca

Command: [nmap -T4 -F scanme.insecure.org

| Hosts | Services | | NmapOutput  Ports /Hosts | Topology | Host Details | Scans
0S | Host Status  Command

& 192.168.10.105 Unsaved nmap -T4 -A -v -PE -PA21,23,80,3389 192.168.10.1

® scanme.nmap.org ( Unsaved nmap -T4 -A -v -PE -PA21,23,80,3389 192.168.10.100

{J 192.168.10.1 Unsaved nmap -T4 -F 192.168.10.1/24
A 192.168.10.100 Unsaved nmap -T4 -F scanme.insecure.org
=k Append Scan
(A -

Zenmap sanhistory
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Comparing Scan Results

Nmap and Zenmap scans can be compared usingtimpare Resultfunction. To

do this selectTools > Compar&esultsfrom the Zenmap menu or pre€sTRL + D.

- Compare Results = ||
A Scan B Scan
|Quick scan on scanme.i| v ‘ ‘@‘ [Quick scan plus on scal| v ] %J
P Scan Output - P Scan Output -

-Nmap 5.00 at 2009-08-13 20:35
+Nmap 5.00 at 2009-08-13 20:40

scanme.nmap.org (64.13.134.52):
Host is up.
-Not shown: 97 filtered ports
+Not shown: 96 filtered ports
PORT STATE SERVICE VERSION
-53/tcp open domain
+53/tcp open  domain ISC BIND 9.6.1-P1
-80/tcp open http
+80/tcp open  http Apache httpd 2.2.2 ((Fedora))
113/tcp closed auth
+7070/tcp closed realserver
+0S details:
+ Linux 2.6.9 - 2.6.24

‘: b4 gose‘

Zenmapcomparison ility

Zenmap will load recent scans into the comparison utility or you can import an
Nmap XML file(discussed on pagd30) by pressing theOpen button. The

differences between the twgelectedscans are highlighted for easgmparison
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Saving Scans

Zenmap scans can be saved for future reference by seleSttag > Save Scéiom

the menu or pressin@TRL +.S

= Zenmap —|[=) 23
Tools Profile Help
New Wind Ctri+N —
i llntense scan plus UDP | v ‘ ‘Scan|
Open Scan Ctrl+0
4k Open Scan in This Window 0,3389

Save Scan SRR+ | Hosts  Topology | Host Details | scans |

2 Save All Scans to Directory Ctri+Alt+S ©
2.0rg (64.13.134.52)

¥ Close Window Ctri+w
@ Quit ctri+Q
) sCalllme. 1ap. T

[/ 192.168.10.1
Ay 192.168.10.100

SavingZenmap sars
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Section 12:
Nmap Scripting Engine (NSE)
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Nmap Scripting Engine Overview

The Nmap Scripting Engine (NSE)a powerfultool that allows users to develop

custom scriptsvhich canbe used to harness Nm&madvanced scanning functions

In addition to the ability to wrié your own custom scripts, there are also a number

of standard builin scripts that offer some interesting features such as vulnerability

detection and exploitation. Thisection coversthe basic usage adthese builtin

scripts.

\leji= | Unfortunately, programming in Lua is outside the scope of this bool

Warning loss. Additionally, NSE vulnerability exploitation features could ge
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Scripts for NSE arewritten

more information about Lua visit www.lua.org.

in the Lua programming

languag

The NSE uses aggressive scanning techniques which (in son

cases) can cause undedble results like system dowime and data

into legal trouble if you ddd have permission to scan the targ

systems

Summary of features covered in this section:

Feature
Execute Individual Scripts

Option
--script[script]

Execute Multiple Scripts

--script[scriptl,script2,etc]

Execute Scripts by Category

--script [category]

Execute Multiple Script Categorie

--script[categoryl, category?2]

Troubleshoot Scripts

--scripttrace

Update the Script Database

--script-updatedb




Executelndividual Scripts

The--scriptargument is used to execute NSE scripts.

Usage syntax:nmap -- script [script.nse] [target]

#nmap -- script whois.nse scanme.insecure.org

Starting Nmap 5.00 ( http: /Inmap.org ) at 2009 -11-1315:27 CST
Interesting ports on scanme.nmap.org (64.13.134.52):

Not shown: 996 filtered ports

PORT STATE SERVICE

25/tcp closed smtp

53/tcp open domain

70/tcp closed gopher

80/tcp open http

Host script result s:

| whois: Record found at whois.arin.net

| netrange: 64.13.134.0 - 64.13.134.63
| nethame: NET - 64- 13- 143- 0- 26

| orgname: Titan Networks

| orgid: INSEC

|_ country: US stateprov: CA

Nmap done: 1 IP address (1 host up) scanned in 8.12 seconds

Executng a NSE script

{ ONR LI NBadzZ Ga | NBE RAALI I & SRIintw/arReénlEe (i K S
above the --script option is used to execute a script called whois.nse. Gi#-in
whois.nse scriptetrievesinformation about thepublic IP addres®f the specified

target from ARIN (American Registry for Internet Numbemd)is is just one of the

many builtin NSEcripts.

A complete list of the builh scripts for Nmap B0 can be foun@nline at

Tip

www.nmap.org/nsedoc/
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ExecuteMultiple Scripts

The Nmap Scriptingngine supportghe ability to run multiple scripts concurrently.

Usage syntax:nmap -- script [scriptl,script2,etc| "expression "] [target]

#nmap -- script "smtp*" 10.10.1.44

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-1514:24 CST
Interesting ports on 10.10.1.44:

| smtp - commands: EHLO exchange - 01.dontfearthecommandline.com Hello
[10.10.1.173], TURN, SIZE, ETRN, PIPELINING, DSN, ENHANCEDSTATUSCODES,
8bitmime, BINARYMIME, CHUNKING, VRFY, X - EXPS GSSAPI NTLM LOGIN, X -
EXPS=LOGIN AUTH GSSAPI NTLM LOGIN, AUTH=LOGIN, X - LINK2STATE, XEXCH50
|_ HELP This server supports the following commands: HELO EHLO

STARTTLS RCPT DATA RSET MAIL QUIT HELP AUTH TURN ETRN BDAT VRFY

|_smtp -open-relay: OPEN RELAY found.

Executing all SMTP scripts

In this examplethe asteriskswildcard character is used to execut# scripts that
begin withsmtp. You can also provide a comys@parated list of individual scripts to

run using the following syntaxmap --script scriptl,script2,script3,etc.

When using wildcardshe expression must be enclosed in quotes suc

MU G A ViR é 2N GFOLF O

Some Nmap scripts accept arguments using-teeriptargs option. This
Tip allows you to specify specific parameters for a script. A complete

argumentsfor each scriptan be found at www.nmap.org/nsedoc/.
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Script Categories

You can usehte --script option to executeNSE scriptbased on categorylhe table

below describes thavailablecategories:

Categories Purpose

all Runs alhvailableNSE scripts
auth Scripts related to authentication
default Runs a basic set of default scripts

discovery Attempts to discover imlepth information about a target
external Scripts that contact external sources (such as the whois datab
intrusive Scripts which mabe considered intrusive by the target system
malware Scripts that check for open backdoors and malware

safe Basic scripts that are not intrusive

vuln Checks target for commonly exploited vulnerabilities

NSE scriptategories

Using script categorgeisthe easiest wayo launch NSE buiih scriptsb unless you
know the specificscript you want to run. Executing scripts by category, however,

can take longer to complete since each category contains numerous Scripts.

A complete list ofhe NSEscriptsin each categorgan be foundnline at

Tip

www.nmap.org/nsedoc/
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ExecuteScrips by Category

The--scriptoption can be usedo executemultiple scripts based on their category.

Usage syntax:nmap -- script [category] [target]

#nmap -- script default 10.10.1.70

Starting Nmap 5.00 ( http://nmap.org )at2009 -11-1315:09 CST
Interesting ports on 10.10.1.70:

Not shown: 997 filtered ports

PORT STATE SERVICE

139/tcp open nethios - ssn

445/tcp open microsoft -ds

5900/tcp open vnc

MAC Address: 00:0C:F1:A6:1F:16 (Intel)

Host script results:

| _ nbstat: NetBIOS name: AXIS - 01, NetBIOS user: <unknown>, NetBIOS
MAC: 00:0c:f1:a6:1f:16

| smb - os- discovery: Windows XP

| LAN Manager: Windows 2000 LAN Manager

| Name: WORKGROURXIS- 01

|_ System time: 2009 -11-1315:09:12UTC -6

Nmap done: 1 IP address (1 host up) scanned in 52.40 seconds

Executing all scripts in the default category

By specifying a category (see péaifib) with the --script option Nmap will execute
every scriptin that categoryln the example above, the re#ts of the scriptdn the

default categonare displayed under théHost script resultsheading.

The-sCoption is a shortcut for-script default which will execute all
rip the NSE scripts in the default category.
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Execute Multiple Script Categories

Multiple script categories can be executed concurrently using amthe following

syntax structures

nmap -- scriptca  tegoryl,category2,etc
Specifying multiple script categories a comma-separated list would execute all

scripts in the defined categ@s. For exampleexecuting nmap -- script

malware,vuln would run all scripts in the malware and vulnerabilities
categories.
nmap -- script”  categoryl and category2 "

NSE scripts can belong to more than one category. Using this syntax would execute
all that belong to both thespecifiedcategories. For examplemap -- script
"default and safe" would only execute scripts that belong to both the

defaultand safe categories.

nmap -- script" categoryl or category?2
The or operator can be used to run scripts thatlbeg to either of the specified
categories. For examplenmap -- script "default or safe" would

execute all scripts that belong to either the defaoittsafe categories.

nmap -- script "not category
Thenot operator is used to exclude scripts that belowgthe specified category. For
example executingnmap -- script "not intrusive" would run all scripts

that do not belong to the intrusive category.
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Troubleshoot Scripts

The--scripttrace option is used to trace NSE scripts.

Usage syntax:nmap -- script [ script(s)] -- script -trace [target]
#nmap -- script default -- script  -trace 10.10.1.70
Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-14 13:51 CST

NSOCK (5.1060s) nsock_loop() started (timeout=50ms). 0 events pending

NSOCK (5.1060s) UDP connection reques ted to 10.10.1.70:137 (IOD #1) EID 8
NSOCK (5.1070s) TCP connection requested to 10.10.1.70:5900 (IOD #2) EID 16

NSOCK (5.1070s) UDP connection requested to 10.10.1.70:137 (IOD #3) EID 24

NSOCK (5.1080s) nsock_loop() started (timeout=50ms). 3 events pendin g
NSOCK (5.1080s) Callback: CONNECT SUCCESS for EID 8 [10.10.1.70:137]

NSE: UDP 10.10.1.173:56824 > 10.10.1.70:137 | CONNECT

NSOCK (5.1080s) Callback: CONNECT SUCCESS for EID 16 [10.10.1.70:5900]

NSE: TCP 10.10.1.173:49401 > 10.10.1.70:5900 | CONNECT

NSOCK(5.1080s) Callback: CONNECT SUCCESS for EID 24 [10.10.1.70:137]

NSE trace output

The--scripttrace option displays all packets sent and received byN&SE scripand

is usefuffor troubleshootingproblems related to scripts
Some scripts can gerate thousands of lines of output when using the script trace
option. In most casedt is better to redirect the output to a file for later review. The

examplebelow demonstrates how to do this.

#nmap -- script default 10.10.1.70 -- script - trace > trace. txt

Redirecting the output of a NSE trace

The resulting trace.txt filavill contain all of the trace data anchn be viewed in a

standard text editor.
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Update the Script Database

The--scriptupdatedboption is used to update the script database.

Usage syntax:nmap -- script - updatedb

#nmap -- script - updatedb

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -11-1413:42 CST
NSE: Updating rule database.
NSE script database updated successfully.

Nmap done: 0 IP addresses (0 hosts up) scanned in 0.38 seconds

Updating the NSE script database

Nmap maintains a database of scriptsat is used to facilitate the option of
executing multiple scripts via categordigcussed orpage 164). Most Unixlike
systems store scripts in thieisr/s hare/nmap/scripts/ directory. Windows systems
store these files inC\Program FilesNmap\scripts If you add orremove scripts
from the scripts directory you must rummap --scriptupdatedb to apply the

changes to the scripfatabase.
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Section B:
Ndiff
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Ndiff Overview

Ndiff is a toolwithin the Nmap suite that allows you to compare two scans and flag
any changes between thenft accepts two Nmap XMautput files (discussed on
page 130) and highlightshe differences between eactfile for easy comparisan
Ndiff can be used on the command line or in GUI form within the Zenmap

application (see paggs9).

Summary of features covered in this section:

Feature Option

Comparison Using Ndiff ndiff
Ndiff Verbose Mode -V
XML Output Mode --xml
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Scan G@mparison Using Ndiff

Thendiff utility is used to perforna comparisonof two Nmap scans

Usage syntaxadiff [ filel.xml file2.xml ]

# ndiff scanl.xml scan2.xml
-Nmap 5.00 at 2009 - 12-17 09:18
+Nmap 5.00 at 2 009-12-18 12:44

10.10.1.48, 00:0C:29:D5:38:F4:
- Not shown: 994 closed ports
+Not shown: 995 closed ports

PORT STATE SERVICE VERSION
- 80/tcp open http

Comparison of two Nmap scans

Basic usage of the Ndifttility consists of comparip two Nmap XML output files

(discussed orpage 130). Differences between the two files are highlighted with a
minus sign indicating the information in the first file and the plus sign indicating the

changes within the secondld. In the above example we see that port 80 on the

second scan has changed states fropento closed
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Ndiff Verbose Mode

The-v option is used to displayerboseoutput with Ndiff.

Usage syntaxadiff  -v [ filel.xml file2.xml 1
# ndiff - v scanl.xml sca n2.xml
-Nmap 5.00 at 2009 - 12- 17 09:18
+Nmap 5.00 at 2009 -12-1812:44

10.10.1.48, 00:0C:29:D5:38:F4:
Host is up.
- Not shown: 994 closed ports
+Not shown: 995 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp
22/tcp open ssh
25/tcp o pen smtp
- 80/tcp open http
111/tcp open rpchind
2049/tcp open nfs

Output of a Ndiff scan in verbose mode

The verbose output displays all lines of bathiLfiles and highlights the differences
with a minus sign indicating the information in thiést file and the plus sign
indicating the changes within the second filéhis isin contrast to the default Ndiff
behavior(described on pagé&73) which only displgs the differences between the
two files. Verbose output ioften more helpful than the default output asdisplays

allinformation from the original scan
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XML Output Mode

The-xml option is used to generate XML outpwith Ndiff.

Usage syntaxadiff  -- xml [filelxml ] [file2xml ]
# ndiff -- xml scanl.xml scan2 xml
<?xml version="1.0" encoding="UTF -8"?>
<nmapdiff version="1">
<scandiff>
<hostdiff>
<host>

<address addr="10.10.1.48" addrtype="ipv4"/>
<address addr="00:0C:29:D5:38:F4" addrtype="mac"/>
<ports>
<a>
<extraports count="994" state="closed"/>
</a>
<b>
<extraports count="995" state="closed"/>
</b>
<portdiff>
<a>
<port portid="80" protocol="tcp">
<state stat e="open"/>

<service name="http"/>

Ndiff XML output

XML output is a greatool for feeding information from Ndiff into ahird party

program using avidely supportedormat.

The default-xml output displays the XML code on tlreeen. To savthis
Tip information file, type ndiff --xml scanl.xml scan2.xml >ndiff.xmVhich
will redirect the output to a file called ndiff.xml.
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Section 14:
Tips and Tricks
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Tipsand Tricks Overview

This section provideseveralhelpful tips and tricksfor getting the most out of
Nmanp It also incorporates theiseof third party programs that work in conjunction

with Nmapto help you analyze your network.

Summary oftopics discussedh this section:

Topic Page

Combine Multiple Options 179
Scan Using Interactive Mode 180
Runtime Interaction 181
Remotely Scan Your Network 182
Wireshark 183
Scanme.Insecure.org 184
Nmap Online Resources 185
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Combine Multiple Options

If you have® already noticed Nmap allows you to combine multiple optiots

produce a custom scamique to youmeeds.

Usage syntaxnmap [options] [target]

#nmap -- reason -F -- open -T3 - O scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -12-17 16:01 CST
Interesting ports on scanme.nmap.org (64.13.134.52):

Not shown: 95 filtered ports, 3 closed ports

Reason: 95 no - responses and 3 resets

PORT STATE SERVICE REASON

53/tcp open domain syn - ack

80/tcp open http  syn - ack

Device type: general purpose|WAP|firewall|router

Running (JUST GUESSING) : Linux 2.6.X|2.4.X (95%), Linksys Linux 2.4.X

Cambining multiple Nmap options

In the above examplemany different options are combined to produce the desired
results. As you can see¢he possibilities are nely limitless. You should note,
however, that not all options are compatible with each othasillustrated in the

next example.

#nmap -PN -sP 10.10.1.*
- PN (skip ping) is incompatible with - sP (ping scan). If you only

want to enumerate hosts, try list scan ( -sL)

Nmap warning with combining incompatible options

In this example, thePNoption (dor®ping) and-sPoption (ping only) are obviously
not compatible with each other Fortunately, Nmap provides a friendlyand

informativeerror message and thus r@armis done.
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Scan Using Interactive Mode

The--interactive option enables the Nmapmteractiveshell

Usage syntax:nmap -- interactive

$nmap -- interactive

Starting Nmap V. 5.00 ( http://nmap.org )

Welcome to Interactive Mode -- press h <enter> for help
nmap>

Nmap interactive mode shell

Once in interactivemode, you can launch a scdy simply typing the lettem
followed bythe target address and angtandard Nmapptions. The example below

demonstrates usingnteractive modeto perform a simpleFscan.

Usage syntaxa [ options ] [target]

nmap>n -F 10.10.1.1

Interesting ports on 10. 10.1.1:
Not shown: 98 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.19 seconds

Example scan using Nmap in interactive mode

When you are done scanningimplytype x to exit the interactive shell.

Pressing theh key in interactive modedisplays a helpmenu whic‘
nip describes the availablgptions

180



Runtime Interaction

Nmap offers several runtime interactidteystrokesthat canmodify an in progress

scan.The table below lis Nmap®& runtime interactiorkeys

Key Function

% Pressing lowercaseduring a scan will increase the verbosity lev

Y Pressing uppercaséduring a scan will increase the verbosity ley

d Pressing lowercasd during a scan will increase the dejming
level.

D Pressing uppercasP during a scan will increase the debuggi
level.

p Pressing lowercageduring a scan wikthablepacket tracing.

P PressingippercaseP during a scan willisablepacket tracing.

? Pressing during a scan will disgy the runtime interaction help.

Any other key| Pressing key other than the onegfthed above during a scan w
not listed print a status message indicatiniget progress of the scan and ho
above much time is remaining.

Nmap runtime interaction keys

Rurtime interaction is very usefigetting status updatesrhen performing a scan on
a large number of hosts. The example below displays the status afutient scan

when thespace bapressed

#nmap -T210.10.1.*

[space]

Stats: 0:06:45 elapsed; 18 host s completed (30 up), 30 undergoing SYN
Stealth Scan

SYN Stealth Scan Timing: About 38.44% done; ETC: 16:56 (0:10:26

remaining)

Using runtime interaction keys to display scan status

In addition to being able to display status updates, run time irtiéom keys can also
adjust verbosity, tracing, and debugging settings without interrupting the scan in

progress.
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Remotely Scan Your Network

Nmap Online is a website that provides (free) Nmap scarfuimgtionalityvia a web
browser. This can be useful feemotely scanning your network or troubleshooting
connectivity problems from an external source. Simply wsitv.nmap-online.com

and enter your IP address or the address of the target systamwish to scan.

@ Nmap Online - Mozilla Firefox [=lE
File Edit View History Bookmarks ook Help
»C o (& p://nmap-cline co 7% -] [28- Google £l -
| Nmap Online |+

Nmap Free Security Scanner

T . Network-wide ping 05 Detection
N ma l) Ollll]le Ml‘mmmmmmnmmw’do
You - [ | |
New Scan
Select which scan type do you want
= Quick Scan of your computer (-r -ts -== [ N NN
Full Nmap Scan of your computer (-g 1 -5000 -T4 -=5
Custom scan

Nmap options for custom scan

155 I
| agree with Terms of Service
[ scanNow |
What is Nmap? Scans performed: 289967 Mmap Reference Guide
r[My Scan Results Donate
Email
Password (O
- monepboskerscom
Remember on this computer gonate
View My Scan Results | PayPal
one

If you have any questions or suggestions related to Nmap Online,
please contact us

Nmap Online - a project of Different Intemet Ltd. - i by www matousec com - Terms of Senvice

Done

Nmap online home pge

To prevent abse Nmap Online allows a maximuwof 5 scan request
from one IPaddressevery 24 hours and maximum of20 scans every
NELES days. You must also agree withe terms of service before you c

execute a scan.

182



Wireshark

Wireshark is an excellent addition tany system administrat@ tookit. It is a
sophisticated yet easy to use) network protocol analyzer. You can use Wireshark to
capture and analyze network traffic and it works hand in hand with Nmap allowing

you to see each packet sent and received whkdanning.

(Untitled) - Wireshark - o0 x
File Edit View Go Capture Analyze Statistics Help

B@eoy Bexgs Aedsar T
[E]filter: ( |vJ[+_Expression..." jglear][q#appiy]
No. . Time Source Destination Protocol  Info

1972 5.9573 http > 59413 [SYN, ACK] Seq=0 Ack=1 Win=8192 L|

ST] Seg=1 Win=8 Len=0

* Frame 1 (42
< Ethernet II, Src: HonHaiPr Be:4f:7e (0@:1f:3a:@e:4f:7e), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
P Destination: Broadcast (ff:ff:ff:ff:ff:ff)
b Source: HonHaiPr @e:4f:7e (00:1f:3a:@e:4f:7e)
Type: ARP (©x8806)
~ Address Resolution Protocol (request)
Hardware type: Ethernet (©6x0001)
Protocol type: IP (06x8800)
Hardware size: 6
Protocol size: 4
Opcode: request (0x0001)
Sender MAC address: HonHaiPr Be:4f:7e (00:1f:3a:0e:4f:7e)
Sender IP address: 192.168.10.100 (192.168.16.160)
Target MAC address: Broadcast (ff:ff:ff:ff:ff:ff)

CLECQff ff ff ff ff ff 00 1f 3a Be 4T 7e 08 06 60 Ol ... . ...
Cl):NNO8 00 06 04 80 01 00 1f 3a @e 4f 7e cO a8 Ba 64 7
CRYAMff ff ff ff ff ff c0 a8 ©a 01

Frame (frame), 42 bytes Packets: 1973 Displayed: 1973 Marked: 0 Dropped:... Profile: Default

Wireshark network protocol analyzer

Wireshark is available for Windows, Linux, and Mac OS X and can be downloaded

for free atwww.wireshark.org
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Scanme.Insecure.org

The scanme.insecure.orgerver is a commorxample taget used throughouthis
guide. This system is hosted by the Nmap project and can be freely scanned by

Nmap users.

#nmap - F scanme.insecure.org

Starting Nmap 5.00 ( http://nmap.org ) at 2009 -12-18 16:52 CST
Interesting ports on scanme.nmap.org (64.13.134.52):

Not shown: 95 filtered ports

PORT STATE SERVICE

25/tcp closed smtp

53/tcp open domain

80/tcp open http

110/tcp closed pop3

113/tcp closed auth

Nmap done: 1 IP address (1 host up) scanned in 2.63 seconds

Example scan using scanme.insecure.org as the target

Thegood people of the Nmap project provittés valuable service as
education and moubleshooting tool and requetthat you be polite by nc
aggressively scanning it hundreds of times a day or with other tool

related to Nmap.
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NmapOnline Resources

FyodorQ Nmap Book
www.nmap.org/book/man.htmi

Nmap Install Guide
www.nmap.org/book/install.html

Nmap Scripting Engine Documentation
www.nmap.org/nsedoc/

Zenmap Reference Guide
www.nmap.org/book/zenmap.html

Nmap Changedg
www.nmap.org/changg.html

Nmap Mailing Lists
www.seclists.org

NmapOnlineScan
www.nmap-online.com

Security Tools
www.sectools.org

Nmap Mailing Lists
www.seclists.org

Nmap Facebook
www.nmap.org/fb

Nmap Twitter
www.twitter.com/nmap

Nmap Cookbook
www.nmapcookbook.com

185



186



Appendix A- Nmap Cheat Sheet
Download and print this cheat sheet online at www.NmapCookbook.com

Basic Scanningechniques

Scan a Single Target

nmap [target]

Scan Multiple Targets

nmap [targetl, target2, etc]

Scan a List of Targets

nmap -iL [ list.tx t]

Scan a Range of Hosts

nmap [range of ip addresses]

Scan an Entire Subnet

nmap [ip address/cdir]

Scan Random Hosts

nmap -iR [number ]

Excluding Targets from a Scan

nmap [targets] -- exclude

[targets]

Excluding Targets Using a List

nmap [targets]

-- exc ludefile

[ list.txt

]

Perform an Aggressive Scan

nmap - A [target]

Scan an IPv6 Target

Perform a Ping Only Scan

nmap -6 [target]

nmap - sP [target]

Discovery Options

Don®@Ping

nmap - PN [target]

TCP SYN Ping nmap - PS [target]
TCP ACK Ping nmap - PA [targ ef]
UDP Ping nmap - PU [target]
SCTP INIT Ping nmap - PY [target]

ICMP Echo Ping

nmap - PE [target]

ICMP Timestamp Ping

nmap - PP [target]

ICMP Address Mask Ping

nmap - PM [target]

IP Protocol Ping

nmap - PO [target]

ARP Ping

nmap - PR [target]

Traceroute

nmap -- traceroute [target]

Force Reverse DNS Resolution

nmap - R [target]

Disable Reverse DNS Resolution

nmap -n [target]

Alternative DNS Lookup

nmap -- system -dns [target]

Manually Specify DNS Server(s) | nmap -- dns-servers  [servers] [target]
Create aHost List nmap -sL [targets]
Advanced Scanning Functions
TCP SYN Scan nmap -sS [target]
TCP Connect Scan nmap -sT [target]
UDP Scan nmap -sU [target]
TCP NULL Scan nmap - sN [target]
TCP FIN Scan nmap - sF [target]
Xmas Scan nmap - sX [target]
TCP ACRBcan nmap - sA [target]
Custom TCP Scan nmap -- scanflags  [flags] [target]
IP Protocol Scan nmap - sO [target]
Send Raw Ethernet Packets nmap -- send - eth [target]
Send IP Packets nmap -- send-ip [target]
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Perform a Fast Scan

Port Scanning Options
nmap - F [target]

Scan Specific Ports

nmap -p [port(s) ] [target]

Scan Ports by Name nmap - p [port name(s)] [target]

Scan Ports by Protocol nmap -sU -sT -pU: [ports] ,T: [ports]
[target]

Scan All Ports nmap -p ™" [target]

Scan Top Ports nmap -- top - ports [number] [target]

Perform a Sequential Port Scan

Operating System Detection

nmap -r [target]
Version Detection
nmap - O [target]

Submit TCP/IP Fingerprints

www.nmap.org/submit/

Attempt to Guess an Unknown

nmap - O -- osscan - guess [target]

Service Versionddection

nmap -sV [target]

Fragment Packets

Troubleshooting Version Scans nmap -sV -- version -trace [target]
Perform a RPC Scan nmap - sR [target]

Timing Options
Timing Templates nmap - T[ 0- 5] [target]
Set the Packet TTL nmap -- ttl  [time] [target]
Minimum # of Paralel Operations | nmap -- min - parallelism [ number] [target]
Maximum# of ParalleOperations | nmap -- max- parallelism [ number] [target]
Minimum Host Group Size nmap -- min- hostgroup [ number] [targets]
Maximum Host Group Size nmap -- max- hostgroup [ number] [t argets]
Maximum RTT Timeout nmap -- initial -rtt -timeout [time]  [target]
Initial RTT Timeout nmap -- max-rtt -timeout [TTL] [target]
Maximum Retries nmap -- max- retries [ number] [target]
Host Timeout nmap -- host -timeout [time] [target]
Minimum Scan Day nmap -- scan -delay [time] [target]
Maximum Scan Delay nmap -- max- scan - delay [time] [target]
Minimum Packet Rate nmap -- min-rate [number] [target]
Maximum Packet Rate nmap -- max-rate [number] [target]
Defeat Reset Rate Limits nmap -- defeat -rst -rat elimit  [target]

Firewall Evasion Techniques
nmap -f [target]

Specify a Specific MTU

nmap -- mtu [MTU] [target]

Use a Decoy

nmap - D RND:[ number] [target]

Idle Zombie Scan nmap -sl [zombie] [target]

Manually Specify a Source Port nmap -- source - port [port] [target]
Append Random Data nmap -- data - length  [size] [target]
Randomize Target Scan Order nmap -- randomize -hosts [target]

Spoof MAC ddress nmap -- spoof - mac [MACIO [vendor ] [target]
Send Bad Checksums nmap -- badsum [target]
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Save Output to a Text File

nmap -oN [scan.txt ] [target]

Output Options

Save Output to a XML File

nmap -oX [scan.xml ] [target]

Grepable Output

nmap -oG [scan.txt ] [targets]

Getting Help

Output All Supported File Types | nmap - oA [ path/ filename] [target]
Periodially Display Statistics nmap -- stats - every [time] [target]
133t Output nmap - oS [scan.txt ] [target]

nmap - h

Troubleshooting and Debugging

Display Nmap Version

nmap -V

Verbose Output

nmap -v [target]

Debugging

nmap -d [target]

Disply Port State Reason

nmap -- reason [target]

Only Display Open Ports

nmap -- open [target]

Trace Packets nmap -- packet -trace [target]
Display Host Networking nmap -- iflist
Specifya Network Interface nmap -e [interface] [target]

Nmap Scripting Engén

Execute Individual Scripts nmap -- script  [script.nse] [target]
Execute Multiple Scripts nmap -- script  [expression] [target]
Script Categories all, auth, default, discovery, external,
intrusive, malware, safe, vuln
Execute Scripts by Category nmap -- script  [category] [target]
Execute Multiple Scrigfategories | nmap -- script [ categoryl,category?2,etc ]
Troubleshoot Scripts nmap -- script [script] -- script - trace
[target]
Update the Script Database nmap -- script - updatedb

Comparison Using Ndiff ndiff [ scanl.xml ] [scan2.xml ]
Ndiff Verbose Mode ndiff  -v [scanl.xml ] [scan2.xml ]
XML Output Mode ndiff  -- xml [scanl.xml ] [scan2.xml ]
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Appendix B- Nmap Port States

open

An open port is a port that actively responds to an incoming connection.

closed
A closed port is a port on a target that actively responds to a probe but does not
have any service running on the port. Clog®rts are commonly found on systems

where no firewall is in place to filter incoming traffic.

filtered
Filtered ports areports that are typically protected by a fir@al of some sort that

prevents Nnap from determiningvhetheror not the port is open or closed.

unfiltered
An unfiltered port is a port that Map can access but is unable to determine

whether it is open or cleed.

openlfiltered
An operfiltered port is a port which Mhap believes to be open or filtered but

cannot determine which exact state the port is actually in.
closedfiltered

A closeél|filtered port is a port that Nnap believes to be closed or filtered but

cannot determine which respective state the port is actually in.
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Appendix G CIDR Cross Reference

Subnet Mask CIDR

000.000.000.000 0
128.000.000.000 n
192.000.000.000 R
224.000.000.000 I8]
240.000.000.000 A
248.000.000.000 5
252.000.000.000 B
254.000.000.000 n
255.000.000.000 B
255.128.000.000 P
255.192.000.000 10
255.224.000.000 ni
255.240.000.000 nz2
255.248.000.000 n3
255.252.000.000 na
255.254.000.000 15
255.255.000.000 16
255.255.128.000 n7
255.255.192.000 18
255.255.224.000 19
255.255.240.000 20
255.255.248.000 R1
255.255.252.000 R2
255.255.254.000 23
255.255.255.000 R4
255.255.255.128 25
255.255.255.192 126
255.255.255.224 7
255.255.255.240 28
255.255.255.248 29
255.255.255.252 30
255.2%.255.254 B1
255.255.255.255 B2
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Appendix D- Common TCP/IP Ports

Port Type Usage
20 TCP FTP Bta
21 TCP FTRControl
22 TCPUDP | Secure Shell (SSH)
23 TCP Telnet
25 TCP Simple Mail Transfer Protocol (SMTP)
42 TCP|UDP | Windows Internet Name Servi¢&/INS)
53 TCP|UDP | Domain Name System (DNS)
67 UDP DHCP Server
68 UDP DHCP Client
69 UDP Trivial File Transfer Protocol (TFTP)
80 TCP|UDP | Hypertext Transfer Protocol (HTTP)
110 TCP Post Office Protocol 3 (POP3)
119 TCP Network News Transfer Protoc(NNTP)
123 UDP Network Time Protocol (NTP)
135 TCP|UDP | Microsoft RPC
137 TCP|UDP | NetBIOS Name Service
138 TCP|UDP | NetBIOS Datagram Service
139 TCP|UDP | NetBIOS Session Service
143 TCP|UDP | Internet Message Access Protocol (IMAP)
161 TCP|UDP | SimpleNetwork Management Protocol (SNMP)
162 TCP|UDP | Simple Network Management Protod@NMP)Trap
389 TCP|UDP | Lightweight Directory Access Protocol (LDAP)
443 TCP|UDP | Hypertext Transfer Protocol over TLS/SSL (HTTPS)
445 TCP Server Message Block (SMB)
636 TCP|UDP | Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
873 TCP RemoteFile Synchronizationrétocol (rsync)
993 TCP Internet Message Access Protocol over SSL (IMAPS)
995 TCP Post Office Protocol 3 over TLS/SSL (POP3S)
1433 TCP Microsoft SQIServeDatabase
3306 TCP MySQlLDatabase
3389 TCP Microsoft Brminal ServefRemote Desktofrotocol (RDP)
5800 TCP Virtual Network Computing (VNC) wetterface
5900 TCP Virtual Network Computing (VNC) remote desktop

195



196



Ready to learn the command line?

Ve

Checkk dzii 2dzNJ f I 4Sai

Introduction to the

A Beginner’s Guide to Unix and Linux Commands

Introduction to the Command Linés a practical guide that teaches the most
important Unix and Linux shell monands in a simple and straigbtward manner.
All command line programs covered are presehwith visual examples to aid the

learning process and help you master the command line quickly and easily.
www.DontFearTheCommandLine.oo
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